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Preface

This document covers the detailed configuration of OIM that is required to integrate with Collections.

Also, it covers functional flow and detail configuration required for user provisioning in Collections on default
OIM installation. OIM Reconciliation and Schedule jobs are not in scope.

This preface contains the following topics:

= Audience

m Documentation Accessibility
= Organization of the Guide

m Related Documents

m Conventions

Audience

This document is intended for the following:

m |T Deployment Team
= Consulting Staff

m  Administrators

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program website at
http://www.oracle.com/us/corporate/accessibility/index.html

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support.

For information, visit http://www.oracle.com/us/corporate/accessibility/support/index.html#info or visit
http://www.oracle.com/us/corporate/accessibility/support/index.html#trs if you are hearing impaired.

Organization of the Guide

This document contains:

Chapter 1 About this Guide

This chapter provides details about the applicability of this guide.

Chapter 2 Introduction

This chapter presents an overview of user provisioning.

Chapter 3 Configuration

This chapter provides information on configuring OIM for OBP Collections.

Chapter 4 User Fields and Constraints
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This chapter provides information on the user provisioning fields and related constraints.
Chapter 5 Functional Flow

This chapter provides information on user provisioning activities.

Chapter 6 Verification

This chapter provides information on verification of OIM configuration performed.

Related Documents

For more information, see the following documentation:

m Forinformation on the configuration that should be performed on day zero, see the Oracle Banking
Platform Collections Day Zero Setup Guide.

Conventions
The following text conventions are used in this document:
Convention Meaning
boldface Boldface type indicates graphical user interface elements associated with an
action, or terms defined in text or the glossary.
italic Italic type indicates book titles, emphasis, or placeholder variables for which you
supply particular values.
Monospace type indicates commands within a paragraph, URLs, code in
monospace
examples, text that appears on the screen, or text that you enter.

13
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1 About this Guide

This guide is applicable for the following products:

= Oracle Banking Platform

m Oracle Banking Enterprise Collections

References to Oracle Banking Platform or OBP in this guide apply to all the above mentioned products.

1 About this Guide | 15
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2 Introduction

In Oracle Banking Platform (OBP), users are maintained in a centralized repository called Oracle Internet
Directory (OID), which is used for authentication and authorization purpose.

OBP Collections module has its own authentication and authorization process. Users configured in the OBP
require access to some of the services of Collections. To access those services, user must be present in the
Collections database. Hence, the user provisioned in OBP is required to be provisioned in Collections module
as soon as it is created in OBP. A typical Collections request flow from online OBP user is authenticated and
authorized by the OBP framework and is forwarded to the Collections module. Collections uses the user
detail to create context to fetch underline service to serve the request.

Oracle Identity Manager (OIM) is used to provision users in Collections when they are created in OBP.

2 Introduction |17
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3 Configuration

This chapter details the configuration required for Oracle Identity Manager (OIM).

3.1 Prerequisites

Following is the list of prerequisites for configuring OIM:

1. You must install the following software:
m Weblogic Server12.2.1.2.0
m SOA Suite 12.2.1.2.0
= |AM Suite 11gR2PS2 (11.1.2.3.0)
= RCU 12.1.0.2.0

2. You must have administrative access to the following:

m OIM Design Console

m Oracle Identity System Administration http://<Host>:<Port>/sysadmin/

m Oracle Identity Self Service http://<Host>:<Port>/identity/

m Oracle Directory Services Manager (ODSM). For more information, see Chapter 6.1 Verification
of OIM Configuration.

3. URL of OID to which OIM is synchronized is known. Also, must have administrative access to ODSM
to connect OID.

4. Values of following fields are known:

Table 3—1 OBP Collection Connection Parameters

Field Name

Value

Descrip
tion

webserviceUrl

http://<Host>:<Port>/com.ofss.fc.webservice/services/collection/ORMBUs
erProvisioningApplicationService

Where Host & Port: IP and Port of HOST Server where OBP Collections is
deployed.

Host
server
webserv
ice URL
pointing
to
Collectio
ns
(ORMB)
User
Provisio
ning
service

sessionUserld

OBP Administrative user having access to Collections services. Also, same
User must be present in Collections (ORMB) database as Administrative
User.

3 Configuration | 19



3.1 Prerequisites

Field Name

Value

Descrip
tion

bankCode

Bank
Code

transactionBra
nch

Transact
ion
Branch

channel

Channel

marketEntity

Market
Entity

businessUnit

Busines
s Unit

isSecurityEna
bled

true/false

This flag
is used
to enable
security
through
OWSM
policies.
Provide
value
based on
environ
ment
configur
ation.

securityParam
Lookup

Lookup
containi
ng client
security
policy
propertie
sinthe
form of
key and
value.
Provide
values
as per
client
policy
configur
ed.

securityPolicy

Client
security
policy
name as
per
service
policy
configur
ed.
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3.2 Create OBP Collections System User

5. Check following artifacts are available as part of Collections release bundle:
m com.ofss.fc.extxface.wsdl.client.jar
m com.ofss.fc.extxface.oim.jar

m collections_oim_export.xml

3.2 Create OBP Collections System User

The following configuration is to create Collections System User for OIM. System User is required to
authenticate OIM Collections user provisioning request at OBP server.

Note

It is assumed OBP default User and Role (Application Role Enterprise
Role) configuration is already seeded in OID.

1. Create user with User Id OIMOBPCOLL using ODSM. Provide necessary User attributes.
2. Assign enterprise Role Administrators to User.

3. Create same userin Collections using Collections native admin Ul. Assign CLNHOSTUSER Group to
User, to provide minimum access of Collections native admin screen. For more information, see
{Color}Section 6.3, "Create Users in Collections."{Default §] Font}

3.3 OIM Configuration

This section provides information on OIM Configuration.

3.3.1 Configure Collections Jar files

Below is sample configuration for OIM JavaTask and ThirdParty jar. Copy below listed Collections jars for
user provisioning to the specified location.

Table 3-2 Collection Jar files

Artifact Location Description

Web service client to invoke Collections service

<IDM o
= . to provision User. It should be treated as
HOME>/server/apps/oim ThirdParty OIM jar.

com.ofss.fc.extxface.wsd | -€ar/APP-INF/lib L .
|.client.jar <IDM To ensure Collections java files exists, explode

=. . jar and check if package structure
HOME>/server/ThirdPart com\ofss\fc\extxface\app\collection\service\u
y serprovisioning is present.

This jar file contains java class to create, update

and delete User. It should be treated as OIM

com.ofss.fc.extxface.oim <IDM JavaTask jar.

jar " | HOME>/server/JavaTas | To ensure Collections java files exists, explode
ks jar and check if package structure

com\ofss\fc\extxface\oim\collection is

present.

3 Configuration | 21



3.3 OIM Configuration

3.3.2 Configure Collections User Groups

As part of day zero configurations, administrators must add all Collections User Group to lookup definition
LOOKUP.ORMB.USER.GROUPS in OIM, except Collections default User Group.

To know more about day zero configuration, see Oracle Banking Platform Collections Day Zero Setup Guide.

1. Loginto Oracle Identity System Administration. In the left pane, under Configuration, click Lookups.

Figure 3—1 Search and Select - Lookup Type

Identity System Administration

Event Management
@5 Reconciiation
Palicies
[E, approval Policies
Access Policies
[ Attestation Configuration
@ Password Policy
Configuration
[Z] Form Designer
485 1T Resource:
(@ Generic Connector
[ application Instances
System Entities
B User
& Organization
HiRole
[ Catalng
System Management
[i@ Scheduier
| Hotification
4% System Configuration
[ Manage Comnectar
1By Irmpart
1) Export
Upgrade

The Search and Select: Lookup Type window is displayed.
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3.3 OIM Configuration

Figure 3—2 Search and Select - Lookup Type

Search and Select: Lookup Type

~|Search

Match @) All(©) Any
Meaning
Code

Description

Search Reset

1 T | "

VA
Meaning Code Description
Mo data to display.

Lookup Values

Meaning Code Enabled |Sequence |Description
No data to display.

0K | Cancel

2. Click Create Lookup Type icon on the toolbar. The Create Lookup Type dialog box is displayed.

3 Configuration | 23



3.3 OIM Configuration

Figure 3—3 Create Lookup Type - Clicking icon

Search and Select: Lookup Type

~|Search

Match @ All &) Any
Meaning
Code

Description

4| 111

=

Meaning Code Description

Search Reset

t

No data to display.

Lookup Values

Meaning Code Enabled |Sequence |Description

Mo data to display.

Figure 3-4 Create Lookup Type - Dialog box

Create Lookup Type

* Meaning || Description
* Code
Lookup Codes
View = 32 | HfiDetach
* Meaning |* Code Enabled |Sequence

Description

0K | Cancel

Click Create to add a lookup code.

3. Specify the following values:

m Meaning: LOOKUP.ORMB.USER.GROUPS
s Code: LOOKUP.ORMB.USER.GROUPS

Save Cancel

24 | Oracle Banking Platform Collections User Provisioning Guide



3.3 OIM Configuration

m Description: Collections User Groups

Figure 3-5 Enter Lookup Values

Create Lookup Type
* Meaning [LOOIG_IP.ORMB.USER.GROUPS Description | Collections User Groups
* Code [LOOI{LIP.ORMB.USER.GROUPS
Lookup Codes
View ~ @N & Detach
* Meaning |* Code Enabled |Sequence Description

Click Create to add a lookup code.

Save Cancel

4. Inthe Lookup Codes section, click the Create Lookup Code icon. A row is added to the Lookup

Codes section in which you can specify valid

Collections ORMB User Group in Meaning and Code.

m Meaning: C1_BSERVICES (This is a sample value, add values provided).
m Code: C1_BSERVICES (This is a sample value, add values provided).

m Enabled: Select the check box if you

want to enable the lookup code.

m  Sequence: Number to specify a sequence for the lookup code. A lower number indicates higher
priority. For example, 1 indicates highest priority

Figure 3—-6 Edit Lookup Type

Edit Lookup Type

= Moaning | LOOKLP., ORME, USER . GROUFS Desoription
Coegie  LOOHIUP . CRME, USER.. GROUPS

Lookup Codes

View = “ i petad

= M anrG = Code Enabled | Sequencs

Colections Lser Groups

Dedcrgicn

I C1_BIERVICES C1_BSERVICES 1] 1

S_-M'e]w]

5. Similarly, repeat steps (step 4) to create as many lookup codes you want. To remove a lookup code,

you can select the row for the code and click

the Remove Lookup Code icon.

3 Configuration | 25



3.3 OIM Configuration

Note

Code should be a valid Collections User Group, else it would be treated
as invalid while provisioning. The value in the Meaning field will be
shown to user on Create User form.

6. Click Save. The lookup type is created.

Figure 3—7 Lookup Type Creation
Search and Select: Lookup Type

~|Search

Match @) All ) Any
Meaning
Code

Description

Search Reset

4 | mn | 3

&
Meaning Code Description |
Audit.UserProfile, CustomP Audit,UserProfile,Cus
Catalog Risk Level Lookup. Catalog. Risk. N
Global.Lookup.Language  Global Lockup.Langu:
Global. Lookup.Region Global.Lookup.Regior
. ORMB.USER.. GR.C LOOKUP.ORMB. USER. i User Groups
Lookup.ACT_PROCESS_TH Lookup. ACT_PROCES
Lookup. Adapter Factory. A Lookup. Adapter Fact

»

LOOKUP.ORMB.USER.GROUPS: Lookup Values

Meaning Code | Enabled |Sequence Description
C1_BSERVICES C1_BSERVICES
[ core
Note

m Lookup definition LOOKUP.ORMB.USER.GROUPS values
can be imported or exported using OIM Deployment Manager,
useful when migrating from one environment to other.

m Restart of OIM server is required after updating the lookup
definition.

3.3.3 Collection Sandbox

Following is configuration to create, activate, deactivate, and publish sandbox.

1. Click Sandboxes. Manage Sandboxes page is displayed.
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3.3 OIM Configuration

Figure 3-8 Oracle Identity System Administration - Sandbox tab

Identity System Administration

Event Management

£, Reconcilation
Policies

[ Aoproval Policies
Access Palicies

) #ttestation Configuration
&, Password Policy
Configuration

[&5] Form Designer

483 IT Resource

(@ Generic Connector
5] Application Instances
&8 Lookups

Figure 3—9 Manage Sandbox

Identity System Administration

Event Management [ Manage Sandboxes x [i5]
£, Reconcilation
Policies Available Sandboxes  PLblished Sandboxes

(& 2oprova Policies
Access Policies
) #ttestation Configuration

Sandboxes allow you to isolate and experiment with customizations without affecting other users environments,
To customize create andfor activate a sandbox, After customizations are complete you can publish the sandbox to make the customizations available to ather users.

LE | b4 »
&_ passworct Folicy Wigwr Create Sandbox 3¢ Delete Sancbox ) Refresh Activate Sandbox Deactivate Sandbox Publish Sandhbox »
N Sanchox Description Active Last Modified On Last Modified By
Configuration o data to display.

&) Form Designer
483 IT Resource
{® Generic Connectar
[75] #pplication Instances
@8 Lookups

System Entities

& User

&, Orgarization
i Role
(] Catalog

3.3.3.1 Create Sandbox
To create a Sandbox, perform the following steps:

1. Click Create Sandbox. Create Sandbox page is displayed.

Figure 3—10 Create Sandbox

Identity System
Event Management [ Manage Sandbozes x &
@, Reconciliation
Policies Available Sandboxes  Published Sandboxes
E Approval Policies lj) Sandboxes allow you to isolate and experiment with customizations without affecting other users environments.
i To customize create andjor activate a sandbox, After customizations are complete you can publish the sandbox to make the customizations available to other users.
Access Policies
| attestation Configuration
View - 38 Delete Sandbox Gﬂ Refresh Activate Sandbox Deactivate Sandbox Publish Sandbox » »
@ Password Policy
B Sandboy Description Active Last Modified On Last Modified By
Configuration Mo data to display.

[i] Form Desigrer
84 IT Resource
(& Genaric Connertor
[=] &pplication Instances
@8 Lookups
System Entities
g User
S Oraanization
i Rrale
(L) Catalog
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3.3 OIM Configuration

Figure 3—11 Create Sandbox Dialog Box

Croat e Sandhox EA

® £ arwlisnn Mo |

Sl Dwt-S0r S

ArSronte Sarllase |

Save and Coge | Canonl

2. Specify the following values:

Table 3-3 Create Sandbox Parameters

Sandbox Fields Values

Sandbox Name CollectionsDev
Sandbox Description Collections Development
Activate Sandbox Check check box

3. Click Save and Close.

Figure 3—12 Create Sandbox Parameters
Create Sandbox =

* Sandbox Name | CollectionsDew |

Sandbox Description fcollections Develppment

Activate Sandbok

Save and Close |I Cancel |

4. Click OK. The Confirmation dialog box appears.

Figure 3—13 Sandbox Creation Confirmation

Confirmation L]

%{unﬁrmatk}n
Sandbox CollectionsDew was created using label Creation_IdM_CollectionsDewv_04:29:01.

Ok

CollectionsDev sandbox is created and it is activated
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3.3 OIM Configuration

Note

After you activate the sandbox, any changes to metadata objects are
stored in the sandbox only. There can be only one active sandbox at a
time. The information about the active sandbox is stored in the session.
Therefore, a sandbox must be activated to continue with customization
after every login to Oracle Identity Manager.

Figure 3—14 Available Sandbox

]dentity 5y5tem Administration Accessbiity Sandboxes (CollectionsDev) Help  Sign Out
Event Management [# ranage sandboxes x [iE]
& Reconilation
Policies Available Sandboxes  Published Sandboxes
B Approval Policies ® Sandboxes allow you to isolate and experiment with customizations without affecting other users environments.
5 Access Polices To customize create and/for activate a sandbox. After customizations are complete you can publish the sandbox to make the customizations available to other users.
i) Attestation Configuration - ~ n
& Password Palcy View v Create Sandbox 3@ Delete Sandbox | {gffj Refresh 3 Activate Sandbox (@ Deactivate Sandbox | [@ Publish Sancbox | Export Sandbox |y Import Sandbox »

i Sandbox Descrption Active Last Modified On___Last Modified B
Configuration [ Colectonsbey Collections Development Q_WTML]
[E] Form Designer

48% [T Resource

[® Generic Connector

application Instances

@8 Lookups

3.3.3.2 Activate Sandbox

To activate a Sandbox, perform the following steps:

1. Select CollectionsDev sandbox and then click Activate Sandbox to activate sandbox.

Figure 3—15 Activate Sandbox

Manage Sandboxes @

Available Sandboxes = Published Sandboxes

@ Sandboxes allow you to isolate and experiment with customizations without affecting other users environments.
To customize create and/or activate a sandbox. After customizations are complete you can publish the sandbox to make the customizations available to other users.

View ¥ Create Sanchox 3§ Delete Sandbox ) Refresh @ Activate Sandbox || Deactivate Sancbox @} Publish Sandbox | @) Export Sandbox |y Import Sandbox »

Sandbox Description Active Last Modified On Last Modified By
2 CollectionsDev Collections Development Apr 3, 2014 mdsInternal
Sandbox is active now. It will be highlighted with green dot.
Figure 3—16 Activate Sandbox: Active
Manage Sandboxes I-_?l

Available Sandboxes  Published Sandboxes

@ Sandboxes allow you to isolate and experiment with customizations without affecting other users environments.
To customize create andjfor activate & sandbox. After customizations are complete you can publish the sandbox to make the customizations available to other users.,

View Create Sandbox 3§ Delete Sandbox ) Refresh ) Activate Sandbox @) Deactivate Sandbox & Publish Sandbox | Export Sandbox |y Import Sandbox »
Sandbox Description Active Last Modified On Last Modified B
= s =t AT
CollectionsDev Collections Development [* Apr 3, 2014 mdsInternal I

3.3.3.3 Deactivate Sandbox
To deactivate a Sandbox, perform the following steps:

1. Select CollectionsDev sandbox and then click Deactivate Sandbox to deactivate sandbox.
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Figure 3—17 Deactivate Sandbox
Manage Sandboxes x

Available Sandboxes = Published Sandboxes
® Sandboxes allow you to isolate and experiment with customizations without affecting other users environments.

To customize create and/or activate a sandbox. After customizations are complete you can publish the sandbox to make the customizations available to other users.

View + Create Sandbox 3§ Delete Sandbox () Refresh

) Activate Sandbox @ Deactivate Sandbox |3‘ Publish Sandbox

|i| Export Sandbox &I Import Sandbox »
Sandbox Description Active Last Modified On Last Modified By
u CollectionsDev Collections Development @ Apr 3, 2014 mdsInternal

Sandbox is deactivated now.

Figure 3—18 Post Deactivating Sandbox

Manage Sandboxes »

Available Sandboxes Fublished Sandboxes
® Sandboxes allow you to isolate and experiment with customizations without affecting other users environments,

To customize create and/or activate a sandbox, After customizations are complete you can publish the sandbox to make the customizations availsble to other users,

View + Create Sandbox 3@ Delete Sandbox [} Refresh @ Activate Sandbox () Deactivate Sandbox | [} Publish Sandbox

\i} Export Sandbox &I Import Sandbox »
Sandbox Description
CollectionsDev Collections Development

Active Last Modified On Last Modified B
Apr 3, 2014 mdsInternal l

3.3.3.4 Publish Sandbox
To publish a Sandbox, perform the following steps:

1. Select CollectionsDev sandbox and then click Publish Sandbox to publish sandbox.

Figure 3—-19 Publish Sandbox

Manage Sandboxes x

Available Sandboxes = Published Sandboxes
@ Sandboxes allow you to isolate and experiment with customizations without affecting other users environments.

To customize create andor activate & sandbox. After customizations are complete you can publish the sandbox to make the customizations available to other users,

View v Create Sandbox 3§ Delete Sandbox @ﬂ Refresh @ Activate Sandbox () Deactivate Sandbox

|i| Export Sandbox |i| Import Sandbox »
Sandbox Description Active Last Modified On Last Modified By
u CollectionsDev Collections Development Apr 3, 2014 mdsInternal
Sandbox is published now. It will be removed from sandbox list.
Once Sandbox is published, all changes will be visible to all the users.
Figure 3—20 Published Sandbox
Manage Sandboxes x @
Available Sandboxes Published Sandboxes
@ Sandboxes allow you to isolate and experiment with customizations without affecting other users environments,
To customize create andjor activate 3 sandbox. After customizations are complete you can publish the sandbox to make the customizations available to other users.
View - Create Sandbox 3§ Delete Sandbox Gﬂ Refresh O Activate Sandbox () Deactivate Sandbox i Publish Sandbox Export Sandbox |i| Import Sandbox b
Sandbox Description Active Last Modified On Last Modified By
No data to display.
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3.3.4 Import Collections Configuration

Collections adapter configuration for User Provisioning must be imported. Below is the list of artifacts
developed for Collections User Provisioning.

Table 3—4 Collections User Provisioning Artifacts

Artifact Artifact Type Description
. . It stores definition of connection parameters to connect
Collections Collections OBP Collections system.
It stores parameters and its values required to make
Collection Arguments IT Resource Type connection with OBP Collections. OIM uses this

information to connect target Collections system.

Collections User
Provisioning

Process Definition

This process definition contains process tasks for User
provisioning Create User, Change First Name, Change
Last Name, Change UserName, Change Email,
Change End Date, Change Collections User Group and
Delete User.

Collection User

Resource Object

This resource object is used for provisioning users in
Collection. It contains Collections system details
required for provisioning.

This adapter is responsible to create userin

ORMB Create User Task Adapter Collections
ORMB Update User Task Adapter ggl?ei?%%tgr is responsible to update userin
ORMB Delete User Task Adapter This adapter is responsible to delete userin

Collections.

UD_COLL_USR

Process Form

This is Collections process form associated with
Collections User Provisioning process. It holds
relevant information about Collections User resource
object.

CollectionsUserDetails

Pre-populate Adapter

The Adapter is used to pre-populate user details in the
Collections resource form.

OBP Caollections configuration can be imported in OIM by using deployment manager.

1. Loginto Oracle Identity System Administration.

2. Inthe left pane, under System Management, click Import. The Deployment Manager - Import
window is displayed.
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Figure 3—21 System Management - Import

Identity System Administration Accessiiity  Sandboxes

Help  Sign Cut

Event Management

&5 Recondiliation

Policies

proval Policies

=1 Access Policies

[ Attestation Configuration
@&, Password Policy

Configuration

[E] Form Designer

485 IT Resource

[ Generic Connector
Application Instances
@8 Lookups

System Entities

G User

R, Organization

6 Role

L] Catalog
System Management

[ Scheduler

L notification 1
& System Configuration

[&3 Manage Connector

| Export
I Upgrade

3. Inthe Deployment Manager - Import window, click Add File and open configuration file
collections_oim_export.xml that is saved on your machine.

Figure 3—22 Deployment Manager - Import Screen

@ Cracle Identity Manager - Mozilla Firefox ‘ =HE) = |

| localhost:14000/xIWebApp/DeploymentManager/loadDU.do?method=displaylmpaort | i v

Deployment Manager - Import

Click Add File to add more files.

Summany L

Import Files o Current Selections Objects Removed From Import
A Add...

ituti v

= Add...
IT Resources v

4 Add
Hew Roles ¥

= Add

Mi=s=zing Dependencies To Create

Add File Import
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4. The Deployment Manager dialog box opens with file name being imported. Click Add File.

Figure 3—23 Deployment Manager - File Preview Dialog Box

File Preview

collections_oim_expaort

File Wame: collections_oim_export.xml
Exported By. XELSYSADM
Export Date: September 18, 2013 §:40:49 AM
Export Liilty Yersion: 2.0.2.0
Exported From:

<= Back ] |[ d Fils |

5. Click Cancel Substitution.

Figure 3—24 Deployment Manager - Cancel Substitution Dialog Box

D Deployment Manager - Import ¥
Substitutions
Provide the substitutions for the usersigroups (Optianal).
Type Current Hame Hew Hame
Role SYSTEM ADMINISTRATORS
UL _COLL_USR Yersion 2
Role ALL USERS
[ | cancel substitution | Next

6. Specify values for parameters in Collection Arguments section, see "Configuration" on page 19
7. Click Next.

Note
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Parameter Value shown in image are sample values. Provide values as
per your environment.

Figure 3—25 Deployment Manager - IT Resource Instance Data

O Deployment Manager

Provide IT Resource Instance Data.

9" Collections
b- Collection Arguments

== Mevy Instance==

Collection Arguments

Parameter Hame

wehservicelr

securityPolicy

Parameter Yalue

httpc s, BN TR oo,

oraclefwss_username_foken |

hankCode |05

channel |BRM

huzinessUnit |Bank_BU
tranzactionBranch 5542

zezsionlserid [QIMOBEPCOLL
zecurityParambookup [LOOKUP COLL SECURITY PA

izSecurityEnabled |true

marketErtity |Bank_MWE

Cancel IT Resource Modification ] [ == Back l [ Skip l I et I
8. Click Skip.
Figure 3—26 Deployment Manager - Skip Parameter Value
O Deployment Manager *

Fraovide IT Resaurce Instance Data.

}f Collections
Collection Arguments

b- == Mewy Ingtance==

Provide the name of the IT resource instance to be created.

Instance Mame:

Parameter Hame

Parameter Value

tranzactionBranch

securityParamlookup

rarketEritity

channel

11}

zecurityPalicy

zessionUserld

weebservicelr

izmecurityEnabled

[ Cancel IT Resource Madification l [

== Back

Skip

Mext

9. Click View Selections.
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Figure 3—27 Deployment Manager - View Selections

(O Confirmation »
Confirmation

= i‘gCnIIec‘tinns

El @Collecﬂnn Argumerts
bankCode:
izsecurityEnabled:
tranzactionBranch:
securityParambookup:
channel:
rrarketEntity:

weehservicelr]:

FParameters have heen pravided far the following IT resaurces:

48

true

5452

LOOKUP.COLL SECURITY PARAMS
BRM

Bank_ME

it Macalhost: TO02icam ofss fo webservicesservicesicallectioniORMEBU zerPr

{11}

11 3

[ Cancel IT Resource Modification l [ == Back ] [ Yiew Selections

Overview of all artifacts that have been added will be displayed. Total number of artifacts to be added
must be 11. You can verify them in the Summary section for All : 11.

10. Click Import.
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Figure 3—28 Deployment Manager - Import

Deployment Manager - Import

Click Add File to add mare files.

Summary

Current Selections Objects Removed From Import

Al 11
{ﬁ adpCOLLECTIONSUSERDETAILS

£ Data Ohject Defintion:

1

“_j Collections

& Resource: 1
1

‘._,].'_j Collection Arguments
El ¢ Collection User
E|§5¢ Collections User Provisioning

‘._;,“IT Resource Definition:

Eprocess Farm:

-

54 Task Adapter: 3 2% acpORMECREATEUSER
{E} Prepopulate Adapter: 1 {ﬁ acpORMELPDATELSER:
£ Process: 1 2% adpORMBDELETELISER:

£ Lockup: 1 $&|UD_COLL_UsR

£ icom.thortech.xl.dataobj.teUD_COLL _USR
JE LOOKUP.COLLECTIONS.STATIC.PROPERTIES

-

1‘._‘EIT Resource:
Missing Dependencies To Create

Import Files L

collections_oim_export xml

< Add...
Substitutions ¥
e Add..

IT Resources L
< Add...
Hew Roles ¥
< Add...

sgdfie || mpot |

11. A Confirmation dialog box appears. Click Import.

Figure 3—29 Import Confirmation

Are you sure you want to impart the selections?

Import Cancel

12. On successful import of data, Import successful message will be displayed. Click OK and close
Deployment Manager - Import window.

Figure 3—-30 Import Confirmation Dialog Box

Import successtul

Ifyou are impoarting forms with encrypted attributes for a clustered configuration, then restart all nodes of the cluster.
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3.3.5 Verify and Override Date Format Lookup

A lookup 'LOOKUP.COLLECTIONS.STATIC.PROPERTIES' has been added to map environment specific
properties to OIM.

After successful import, verify whether the lookup type 'LOOKUP.COLLECTIONS.STATIC.PROPERTIES'
has been imported properly along with the other configurations.

To verify the lookup type, perform the below mentioned procedures:

1. Loginto Oracle Identity System Administration.

2. Inthe left pane, under Configuration, click Lookups. The Search and Select: Lookup Type window is
displayed.

3. Inthe Meaning field, enter the lookup value LOOKUP.COLLECTIONS.STATIC.PROPERTIES.

Figure 3-31 Entering Lookup Value

Search and Select: Lookup Type

A Search
Match @ &l ) Any
Meaning ILOOKUP.COLLECTIONS‘STATICPROPERTIES I

Code
Description

‘ Reset | -

Action « View »  [§ 7

Meaning Description
No data to display.

<

Laokup Values

Meaning Enabled  Sequence Description
Mo data to display

4. Click Search. The lookup types that match your search criteria get displayed in a tabular format.
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Figure 3-32 Lookup Types Criteria Match

Search and Select: Lookup Type

ASearch
Match @ Al ) Any
Meaning  LOOKUP, COLLECTIONS, STATIC.PROPERTIES
Code

Description

Search | | Reset | ~

Action -+ View ~  [§ 7

lganing Code Description
I LOOKUP COLLECTIONS. STATIC.PROPERTIES LOOKUP.COLLECTIONS.

<l

LOOKUP.COLLECTIONS.STATIC.PROPERTIES: Lookup Values

Code Enabled Sequence Descrintion
yyyyhIMcd DATE_FORMAT v

1»

| ok || Cancel |

This look up type will be shipped along with the Collections adapter configuration. The default value of the
DATE_FORMAT code for the lookup type will be ’yyyyMMdd' or the ’End Date' field on User form.

Meaning for the lookup code corresponds to the value for 'client.format.date’ property in root configuration
properties.

Before trying to provision a user, please verify that the Meaning for the DATE_FORMAT Code matches the
property value of 'client.format.date' in the root configurations. If not, then edit the lookup type accordingly.

Note

m [f the lookup type is not present, the user will not get provisioned
and generic failure message will be displayed in Open tasks for
Create User task.

m |f the lookup type is present but the Code is incorrect then the
user will not get provisioned and a generic failure message will
be displayed in Open tasks for Create User task.

m [f lookup type is present and the code is correct but the Meaning
is not in sync with the format in root configurations, user will get
provisioned to Collections but with incorrect date. Considering
the current JODA date configuration, it will persist current
system date.

38 | Oracle Banking Platform Collections User Provisioning Guide



3.3 OIM Configuration

3.3.6 Add Process Trigger

Process Tiggers are used to define task name for user fields. This task name could be further configured in
process definition and would be invoked when there is change in corresponding field. Below configuration is to
add Process Trigger for user fields used for Collections User Provisioning:

1. Loginto Oracle Identity System Administration. In the left pane, under Configuration, click Lookups.
The Search and Select: Lookup Type window is displayed.

Figure 3—33 Oracle Identity System - System Administration

Identity System Administration

Event Management
@, Reconciliation
Policies
[& spproval Poiicies
Access Policies
[ Attestation Configuration
@, Password Policy
Configuration
[£5] Form Designer
1T Resourte:
{® Generic Connector
[ Anpication Instances
6 Lookups
System Entities

g User
5, Organization
& Role
[ Catalog
System Management
i@ Schedulsr
| Notification
,&1 Systern Configuration
[ Manage Connector
1y Import
| Export
Upgrade

Figure 3—-34 Search and Select - Lookup Type

Smarn b sl ke, | b Uy

= dearch
- s

ko Wk

2. Add the following:

Code: Lookup.USR_PROCESS TRIGGERS
3. Click Search.
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Figure 3-35 Search Lookup Type

Search and Select: Lookup Type

4 Search
Match @) Al ) Any
Meaning
[[Code " Cookup. USR_PROCESS TRIGGERS |

Description

Action v View v Vs

Meaning Code Description
Lookup. USR_PROCESS_TRIGGERS Lookup. USR_PROCESS_TRIGGERS

Lookup.USR_PROCESS_TRIGGERS: Lookup Values

Meaning Code Enabled Sequence Description
Change First Name USR_FIRST_NAME v

Change Last Name USR_LAST_NAME

Change User Identity  USR_TYPE

Change User Location  USR_LOCATION

Change User Manager  USR_MANAGER_KEY

Change User Password  USR_PASSWORD

Change User Type USR_EMP_TYPE

Change Usemame USR_LOGIN

Move Lser ACT_KEY

4. Click Edit icon. Edit Lookup Type dialog window will open.

Figure 3-36 Edit Lookup Type

Edit Lookup Type

* Meaning | Lookup.USR_PROCESS_TRIGGERS Description
Code Lookup.USR_PROCESS_TRIGGERS

Lookup Codes
View + | 2 | & Detach

* Meaning l“‘ Code Enabled |Sequence Description

]

| change Email [Usr_EmaLL

| change End Date | USR_END_DATE

| change First Name | USR_FIRST_NAME

| Change Last Name | USR_LAST_MAME

Change Collections II USR,_UDF_COLLEC I I -I
| |
| |
| |
| |
| |
I I

EEEEEE

| Change User Ident | UsR_TYPE
I

Save Cancel
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5. Click Add icon. Add the following parameters in the row that appears.
Code: USR_EMAIL

Meaning: Change Email

Figure 3—-37 Adding a Lookup Type
Edit Lookup Type

* Meaning | Lookup,USR_PROCESS_TRIGGERS Description
Code Lookup.USR_PROCESS_TRIGGERS

Lookup Codes
View - E 38 | EfiDetach
* Meaning |* Code | Enabled |Sequence Description |
Change Email USR_EMAIL &
| change Emai USR_EMALL

L.om |

Change End Date USR_END_DATE
Change First Name | USR_FIRST_MAME
Change Last Mame | USR_LAST_NAME
Change User Ideni | USR_TYPE

& EEEE

Save Cancel

6. Similarly, add the following variables (repeat step 4) and then click Save.

Table 3-5 List of variables

Code Key Meaning
USR_EMAIL Change Email
USR_END_DATE Change End Date
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Figure 3—38 Edit Lookup Types

Edit Lookup Type

*Meaning | Lookup USR_PROCESS_TRIGGERS Description
Code Lookup.USR_PROCESS_TRIGGERS

Lookup Codes

View ¥ 3¢ | Bf Detach
= Meaning | = Code
Change Email USR_EMAIL L4
Change End Date | USR_END_DATE

Change First Name |USR_FIRST_NAME

Enabled |Sequence Description

Change Last Name | USR_LAST_NAME
Change User Ident |USR_TYPE

Change User Locat |USR_LOCATION
Change User Mana |USR_MAMNAGER _KE

&S S S

Save Cancel

Note

Meaning value is used as Process definition Task name. If there is any
change in meaning value, then corresponding name change must be
done in Process definition task.

Below table lists the Code Key being used:
Table 3—6 Code Key details

Code Meaning Process Definition Task Name

USR_FIRST_NAME

Change First Name

Change First Name

USR_LAST_NAME

Change Last Name

Change Last Name

USR_EMAIL

Change Email

Change Email

USR_LOGIN

Change Username

Change Username

USR_END_DATE

Change End Date

Change End Date

To verify process task name in Process Definition login to design console and open Process Definition tab as

shown below:
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Figure 3—-39 Verifying Process Task Name

&) Oracle Identity Manager Design Console : cannected to jdbcoraclethin@101802232152/NGeR2e L . . .~ . e

File Edit Tool Bar Help

(m[a]» | [o]@]als] [s]x]

2 user Management
{Z) Resource Management
B2 Process Management
Email Definition
28 Process Definition
E-{Z] Administration

= crace kentty Manager Design Cons ©

Process Definition

Name [ORWE User Frovsioning ‘ Map Descriptive Field ‘ ‘ Render Workflow
Type [Provisioning Default Process. uto Pre-populate:

Object Name | ORMB User [[] Auto Save Form

Form Assignment

Table Hame:

J2 Lookup Definition :
# User Defined Field Definition | ©
Remote Manager :
£, Password Policies
{C) Development Tools.

Task Default Assignee | Event HandleriAdapter ¥ | Conditional|  Required for Completion Constant Duration Disable Manual Insert

1 |Resource Attestation Event Occurre
2 Delete Received

3 |User Aftestation Event Occurred

4 Update Received
5

B

7

8

Service Account Woved
R Insert Received
Service Account Changed
System Vaidation

9 [Service Account Alert

10 [Create User
11 |Delete User
12 [Change First Name

13 [Change Email

14 [Change Username

15 |Change End Date

16 |Change Last Name

17 |Change Collections User Group

SEREEEE
== =] =] =] =] =]

adpORMBCREATEUSER
|adpORNBDELETEUSER
adpORMBUPDATEUSER
adpORMBUPDATEUSER
adpORMBUPDATEUSER
adpORMBUPDATEUSER
adpORMBUPDATEUSER
adpORNBUPDATEUSER

S NEEEEFE
R EEEERREEL

3.3.7 Create Collections Role

This role is used to define access policy. Minimum access should be provided as it would be applied to every
user eligible for Collections User provisioning.

1. Loginto Identity Self Service.

2. Under Administration, click Roles. The Search Roles page is displayed.

Figure 3—40 Oracle Identity Self Service

ity Self Service

& Roles x [iE]
TInbox Search Roles
My Profile Search Saved Search SearchRoles ¥
& My Information
Match @ Al O Any

@ My Access

Display Name (Starts with v
Requests Name (Starts with v
[ Catalog

v

88 Track Requests Role Category (Starts with

Role Namespace (Starts with v

Pending Attestations

Search | Reset || Save...

Administration

Jpy Users

Add Fields
Search Results
Actions v View =

@pcreate 7 Open 3¢ Delete  @Refresh

B  ipetach

[ Role Categories

& Organizations
Attestation Dashboard
3] Open Tasks

Row Display Name
No data to display

Name Role Categary Role Namespace

3. Click Create on the toolbar. The Create Role page is displayed.
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Figure 3—41 Create Role

Identity Self Service Accessiiity

Sandboxes Customize Help  Sign Out

E5 Home

[& Inbox
My Profile

& My Information

& My Access
Requests

L] Catalog

@8 Track Requests
Pending Attestations

& Roles »
Create Role

Attributes

& create Role %

*Name

Save | Cancel

Administration Display Name

users Role E-mail

i Roles

[fg Role Categories Role Description

s
&R, Organizations
[5] attestation Dashboard Role Category Q
Open Task p

e open T Owned By Q

4. Specify the following values and then click Save.
Name : COLL_USER
Display Name : COLL_USER
Role Description : Default Role for all Collections User
Role Category: Default
5. Click Save.

Figure 3—42 Create Role - Values

Identity Self Service Accessbiity Sandboxes Customize Help Sign Out
B8] Home &) Roles X f} Create Role x [}
[ Inbox Create Role
My Profile
& My Information
: Attributes
& My Access

save |f cancel
L) catalog
* Name| COLL_USER

@8 Track Requests
Display Namef COLL_USER

Pending Attestations
Role E-mail

Role Description| Default Rale for all Collections
User 4
Role Category | Default Q)

Owned By

Administration

& Users

i Roles

(3 Role Categories

B, Organizatians

[EZ] Attestation Dashboard
[ Open Tasks
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Figure 3—43 Create Role - Attributes Tab

ty Self Service
e Home @i Roles x| @} coLL_USER % E
& Inbox Role: COLL_USER
My Profile ocete  [F Access Poliey
§ My Information
Attributes | Hierarchy | Members | Organizations
& My Access
Requests Apply | | Revert
L Catalog

@8 Track Requests
- *Name COLL_USER
Pending Attestations -

Administration Role Namespace  Default

Fyusers * Display Name | COLL_USER.

i Roles
Role E-mail

[ Role Categories e Emal

&2 Organizations Role Description  Default Role for all Collections

[EZ] Attestation Dashboard oy 4

[ Open Tasks Role Category Default Q
Owned By System Administrator Q

4

6. Click Members tab. The Members tab is displayed.

Figure 3—44 Create Role - Members Tab

ity Self Service
=5 Home &5 Roles x| &} coLL_USER x @
[# Inbox Role: COLL_USER
My Profile ¥ oelete B Access Policy

§ My Information

. Attrbutes | Hirarchy  Members  Organizations
(& My Accese

Requests Hembership Rule and Members Apply Apply and Evaluate Revert
1) Catalos
@ N User Membership Rule o AddRule 3% Delete rule
@8 Track Requests
Pending Attestations Rule:
Administration Click the Add Rule button to set the rule for this role
8 Users
A Members
i Roles

: Direct Indrect Al
[y Role Categories

4B, Organizations —_
[£E] Attestation Dashboard view = [assion 3¢ Revoke @Refresh (e Hfi Detach
[ Open Tasks

The following table displays users that are directly assigned to this roke

Row Display Name User Login Organization E-mail
No data to display

Columns Hidden 5

7. Click Add Rule under User Membership Rules. The User Membership Rules for COLL_USR dialog
box is displayed.

Figure 3—45 Create Role - Add Rule

8l Home &) roles x| & coLL_user x i)
[ Inbox Role: COLL_USER
My Profile M Delete B Access Policy
@ My Information
Ay Attributes  Hierarchy  Members | Organizations
My Access
Requests Membership Rule and Members Apply = W e
2 Catalo,
;T § : . User Membership Rule 3¢ Delete ruke
rack Requests
Pending Attestations Rule:
Administration Click the Add Rule button to set the rule for this role
g Users
5 Members
i roles

Direct | Indrect Al
({3 Role Categories

R, Organizations .
5] Attestation Dashboard view v  [JAssign 3¢ Revoke [jRefresh [ip HfiDetach
) Open Tasks

The following table displays users that are directly assigned to this role
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Figure 3—46 Create Role - Build Expression

# User membership rules for role COLL_USER ]
Build Expression Preview Results
v Select Operand Value
m E cmme Attributes Literals

Display Mame Data Type | |
FA Territory String @ o
Employes Mumber String @[
Locale String @
Middle Name String @ =
Display Name String @
Timezone String @
Mobile String ® M
LDAP Organization String @

ﬂ Account Status String @
End Date Date @
Pager String @
Deprovisioned Date Date @
Deprovisioning Date Date @
PO Box String @
Ful Name String @
Country String @
Design Console Access String @
E-mail String ®
Deavicianad Data. Pain F—Yihd
Q Add

Save Cancel

8. Create Rule such that COLL_USR role is assigned to User that need to be provisioned to Collections.
Here we have defined Rule Based on Organization.

Figure 3—-47 Create Rule - Add

5@ User membership rules for role COLL_USER ]
Build Expression Preview Results
¥ Select Operand Value
m E e =l Attributes Literals

Display Name Data Type ‘ ‘
TGy UISpiay Taie =) -
Manager Last Name String @
Locality Name String [0)
Street String [6)
Password Expired String @
Department Number String [0)
Hire Date Date (0]
Password Warned String @
Preferred Language String [0)

J Telephone Number String (O]
Home Postal Address String @ B
Description String @
Home Phone String @ |=
LDAP Organization Unit String @
Fax String ®
Postal Code String @
Organization String 6]
User Login String @
Title String @ -

Save Cancel
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Figure 3—48 Create Rule - Select Operand Values

3 User membership rules for role COLL_USER

Build Expression Preview Results
IF
Organizatien | = ] =

Figure 3—49 Create Rule - Build Expression

5P User membership rules tor role COLL_USER

Build Expression Preview Results
IF

Organization | = [=] rRequests’ =

Remove

Select Operand Value

Attributes Literals

Required dats type is String

Select Operand Value

Save Cancel

Al tes Literals
Display Name DataType | |
FA Territory String @ -
Employee Mumber String ®
Locale String ®
Middle Name String @ =
Display Name String ®
Timezone String ®
WMobile String @
LDAP Organization String ®

ﬂ Account Status String [6)]
End Date Date ®
Pager String ®
Deprovisioned Date Date (0]
Deprovisioning Date Date ®
PO Box String [6)]
Full Name String ®
Country String @
Design Console Access String ®
E-mail String ®
Brrvisinned Nate Nat= @

Q ndd

Save Cancel
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Figure 3—50 Create Rule - Build Expression Updated

i User membership rules for role COLL_USER B

Build Expression Preview Results
F
(

Organization |= [=] "requests' = Attributes
OR

Select Operand Value

Grganization | = [=] rsel1erate Users' =l T DataType | — |
)=l FA Territory String @ -
Employee Number String @
Locale String @
Middle Name String @ |=
Display Mame String @
Timezone String @
Mobile String @
LDAP Organization String @

j Account Status String @
End Date Date @
Pager String @
Deprovisioned Date Date @
Deprovisioning Date Date @
PO Box String @
Full Name String [©)]
Country String @
Design Console Access String @
E-mail String @
Erovisinnad Nata Nate @~
@ Add

Save Cancel

Note

It is been observed that when Role membership rule is applied to a user
its membership is not pushed to OID (that is, user is not added to Role
in OID). To overcome this behavior enable schedule job 'LDAPSync
Post Enable Provision Role Memberships to LDAP' in periodic mode
(as per requirement).

Run the following query to ensure that Collection Dashboard is shown as the default page after logging in.

update flx fw config all b set prop value='Role' where prop
id='collection.roles' and CATEGORY ID='BROPConfig';

where Role = configured user role.

3.3.8 Create Access Policy

Policy based provisioning is being used, that is, whenever policy is applied, the user is directly provisioned to
resource.

This policy is applied whenever a user is made part of specified role COLL_USR. Also, COLL_USR is applied
to user through membership rule. Thus, policy will be applied to user and the user would be provisioned to
resource - Collection User.

Note

Here, we have used COLL_USR Role, but it can be changed as
required.
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1. Loginto the Oracle Identity System Administration.

2. Toopen the Create Access Policies page, under Policies, click Access Policies. This displays
Manage Access Policies dialog box.

Figure 3—-51 Create Access Policy - Access Policies

Identity System Administration

Accessbiity  Sandboxe

Event Management
@5 Recondliation
Policies
Approval Polidies
i) Attestation Conhaguration
&, Password Policy
Configuration
[E] Form Desigrer
IT Resource
@ Generic Comnector
Application Instances
&8 Lookups
System Entities
8y User
& Organization
i Role
[ Catalog
System Management
[i@ Scheduler
[\ Motification N
&% system Configuration
[ Manage Connector
1 Import
|8 Export
I Upgrade

3. Click Create Access Policy.

Figure 3—52 Create Access Policy

| Access Policies Search Results - Google Chrome N | (B

a

0 /xIWebApp/ManageAccessPolicies.do?method=manageAccessPolicies

Manage Access Policies
Enter your search criteria to search for access polides.

v

v
Search Access Policies | | Create Access Policy I Clear
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4. Inthe Create Access Policy dialog box, specify the following:
Access Policy Name: Collection User - Access Policy
Access Policy Description: Collection User - Access Policy
Provision: Select radio button Without Approval

5. Click Continue.

Figure 3—-53 Create Access Policy - Continue

w Select Resources to Be Provisioned by This Access Policy - Mozilla Firefox ==

& ofss310654:14000/xWebApp/ CreateAccessPolicy.do |

-
Create Access Policy @2 345

Step 1: Create Access Policy

* Indicates Required Field

Access Policy Name 1 |Callection User — Access Policy

Collection User — Access Policy

Access Policy Description

Provision (9@ Without Approval
) with Approval
Retrofit Access Policy
Priority = Current Lowest Priority =0

6. Select Collection User check box.
7. Click Add.
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Figure 3—54 Create Access Policy - Select Resources

Create Access Policy @3 45

Step 2: Select Resources

Spedfy the resources to be provisioned by this access policy.

* Indicates Required Field

Filter By [ =1 | 6o

Selected:

Results 1-10f 1 First | Previous | Next | Last

@] Resource Name

Collection User
o Add >>
First | Previous | Next | Last

<< Remove

Exit << Back Continue ==

8. Click Continue.

Figure 3—-55 Create Access Policy - Selected Resource

Create Access Policy @3 45

Step 2: Select Resources

Specify the resources to be provisioned by this access palicy.

* Indicates Required Field

Filter &y [ I=][ | 6o
Selected:

Results 1-10f 1 i i
First | Previous | Next | Last llecton User

] Resource Name

Collection User
Add >>
<< Remove

First | Previous | Next | Last

Exit << Back

9. Click Continue.
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Figure 3—56 Create Access Policy - Select Resource

Create Access Policy @3 15

Step 2: Select Resources

The subsequent pages will guide you through providing the data to assodiate with the following resaurces you selected to be provisioned by this Access Poiicy:

* Collection User

Exit << Back Skip This Step ‘ Continue >> ‘

Figure 3—57 Select Resources - Process Details

Create Access Policy @ 3045

Step 2: Select Resources

Provide the following process details for resource Collection User:

Collections Server Instance |:|/ Clear
First Mame l:l
Last Name l:l
User Login l:l
Email 14 L 1
Endoate —
Collections User Group I:lf Clear

Exit =< Back Skip All Forms Continue =>

10. Select instance name for Collection Server Instance field from the lookup.
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Figure 3—58 Selecting Instance Name

r ™
' Lookup Fﬂn‘n-GoogIeCh_ E=NEER

0O | /fxdWebApp/ITResourceLookupForm.do?method:

Select Collections Server Instance
Select the value to use in the field,

Filter By: | Instance Mame v || | Go

Instance Mame

o) Collection Arguments

11. Select Collection Arguments as Collections Server Instance (IT Resource to be used to Provision
User to Collections).

12. Click Continue.
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Figure 3—59 Create Access Policy - Server Instance

Create Access Policy

Step 22 Select Resources

Provide the following process details for resource Collection User:

Collections Server Instance

ollection Arguments

Clear

First Name l:l
Last Mame l:l
User Login l:l
Email 1d L 1
End Date L 1

Collections User Group

N
[}
|a
I

Skip All Formsl | Continue == ||

<< Back

o

13. Select radio button Revoke if no longer applies.

Figure 3—-60 Create Access Policy - Select Revoke or Disable Flag

Create Access Policy

(@)3 (a5

Step 2: Select Revoke Or Disable Flag

Select if the resources need to be revoked or disabled if the access policy no longer applies.

Revoke if no longer applies
Resource Name

Collection User

B | <<k

14. Click Continue.

Disable if no longer applies
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Figure 3—61 Create Access Policy - Continue

Create Access Policy @ 45

Step 3: Select Resources

Specify the resources to be denied by this access policy.

* Indicates Required Field

Filter By [ = | Go

Results 1-10f 1 First | Previous | Next | Last
Resource Hame
0
m Collection User

First | Previous | Next | Last

Exit << Back

Add 2>
<< Remove

Selected:

15. Select COLL_USERS check box. Steps 15-17 are not displayed as shown in below figure (as per new
OIM version- 11.1.2.3.0). To associate the access policy to a role, perform steps 19-28 after

successfully creating Access Policy.
16. Click Add.
17. Click Continue.

Figure 3—62 Create Access Policy - Add

Create Access Policy @ 5

Step 4: Select Roles

Specify roles for this access policy.

First | Previeus | Next | Last

Exit << Back Continue >>

* Indicates Required Field
e | I—
Resuits 1-6 of 6 First | Previous | Next | Last
Roles Name Dis Name
o
= Administrators Administrators
o SELF OPERATORS SELF OPERATORS
=] OPERATORS OPERATORS
o SYSTEM ADMINISTRATORS SYSTEM ADMINISTRATORS
=] ALL USERS ALL USERS
= COLL_USER COLL_USER

Add >>
<< Remove

Selected:
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Figure 3—63 Create Access Policy - Select Roles

Create Access Policy @ 5

Step 4: Select Roles

Spedify roles for this access policy.

= Indicates Required Field

Filter By [ =] | Go

Results 16 of 6 First | Previous | Next | Last rmﬁr
&) Roles Name Dis| Hame
| Administrators Administrators
Add >>

Ll SELF OPERATORS SELF OPERATORS
= OPERATORS OPERATORS << Remave
= SYSTEM ADMINISTRATORS SYSTEM ADMINISTRATORS
] ALL USERS ALL USERS

COLL_USER COLL_USER

First | Previous | Next | Last

Exit << Back

18. Verify access policy details. Click Create Access Policy. It creates Access Policy.

Figure 3—64 Create Access Policy - Verify Access Policy Information

Create Access Policy (s

Step 5: Verify Access Policy Information

Access Policy Information Provided

Change
Access Policy Name Collection User — Access Policy
Access Policy Description Collection User - Access Policy
With Approval No
Retrofit Access Policy Yes
Priority 1

Resources to be provisioned by this access policy
Change

Resource Name Revoke if no longer applies Disable if no longer applies Process Forms

Collection User v x Collections User Details Edit

Resources to be denied by this access policy

Change
@ You have not selected any resources to be denied by this access policy.

Roles for this access policy
Change

Roles Name

COLL_USER
Exit << Back Create Access Policy

To associate the access policy to a role, perform following steps:

19. Login to Identity Self Service (<OIM ip>:<port>/identity)
20. Click the Manage tab.
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Figure 3-65 Identity Self Service- Manage Tab
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21. Click the Roles tab.

Figure 3-66 Roles Tab
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List of Roles configured in the system will be displayed, including the role created in Section 3.3.7 Create

Collections Role (as per this document - COLL_USER).

3 Configuration | 57



3.3 OIM Configuration

Figure 3—-67 List of Roles
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22. Click COLL_USER. This opens a new tab with 5 subtabs.
23. Click the Access Policy sub tab.

Figure 3—68 Access Policy
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Actions w View w < Add Rel Undo () Refresh [ 7 Detach
Policy Name By Pending Action
Description

Callection User Collection User
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24. Click Add to associate an access policy with the role.
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Figure 3-69 Add Access Policy
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Palicy
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25. Inthe pop-up window, click the Search icon to display list of access policies.

Figure 3-70 Search Access Policy

€ ) B 10184153.1316000 identiy/foces home?_adl.no-new-window- e
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Add Access Policies

Search Policy Name 3 r(h for Policies and Add them fo the Selected [tems table below

Results
View v Oy
Policy Name  Policy Description
1 1
Collection User . Collection User - Access Policy

hello hello

Add Selected ¥ Add All Remove Selected Remove All

Selected Policies
View v

Policy Name  Policy Description

No data to display.
Select  Cancel

26. Select the access policy just created through the above steps, and click Add Selected. This will
populate the selected access policy in the Selected Policies table.
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Figure 3-71 Add Selected Policy
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Add Access Policies

Search Policy Name 3 ‘Q, Search for Policies and Add them o the Selected Items table below

Results
Views [F
Policy Name  Policy Description
1 1
| Collection User _  Collection User - Access Policy I

hello hello
¥ AddAI  Remove Selected A Remove All

Selected Policies
View v
Policy Name Policy Description
I Colleciion User ..~ Collction User - Access Policy I

27. Click Select. The pop-up window closes and the access policy populates for the role.

28. Click Apply to finally associate the access policy with the role.

Figure 3-72 Apply Policy
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29. Verify the access policy-role association from the Access Policy tab similar to step 18.
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Figure 3-73 Verify Policy

r
@ Access Policy Details - Mozlla Firefox 11 i s ]
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Policy Owner Type
Policy Owner
Retrofit Access Policy
Priority

Resources to be provisioned by this access policy

Resource Revoke if no longer Disable if no longer
Name applies applies
Collection User v x

Resources to be denied by this access policy

@ There are no resources to be denied by this access policy.

Role
COLL_USER
Yes
1

Change
Process Forms

Collections User .
Details Edit

Change

Roles for this access policy

Roles Name
COLL_USER

|

Back To Access Policies Search Result

n

30. Restart OIM Admin and Managed Servers.

3.3.9 Create Form Associated with Application Instance

To create forms associated with the resource objects, and subsequently with the application instances, follow
the below steps:

1.
2.

Log in to Oracle Identity System Administration.

Create and activate a sandbox. For detailed instructions on creating and activating a sandbox, see

Chapter 3.3.3 Collection Sandbox

In the left pane, under Configuration, click Form Designer. The Form Designer page is displayed.
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Figure 3—74 Create Form - Form Designer

Identity System Administration
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4. Click Create on the toolbar. The Create Form page is displayed.

In the Resource Type field, verify the name of the resource object with which the form is associated is
displayed. To change the resource object name, click the Search icon next to the Resource Type
field, and search and select a name from the Search and Select: Resource Type dialog box.

Figure 3-75 Create Form - Resource Type

Identity System Administration
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System Management
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[& Manage Connector
1) Import

Available form fields
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» Upgrade

6. Select Resource Type as Collections User and provide a name for the form (for example,
CollectionsUserForm).
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Figure 3-76 Create Form - Resource Type (Collection User)

Search and Select: Resource Type

A Search

Name

E Collection User

Available Form Fields will get displayed in the below section of the page.

Figure 3-77 Create Form Resource Type - Available Form Fields

Identity System Administration

4 Event Management Form Designer X Create Form x
&y Recondiatn New form for Collection User
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{iroe 4 User Login UD_COLL_USR_USER _LOGIN User Login
(D catzlog 5 Emaild UD_COLL_USR_EMAIL Email 1d
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Scheduler 7 Collections User Group UD_COLL_USR_COLL_USER_GROUP  Callections User Group
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[i3) Manage Connector
1% Impart
| Export

Form fields corresponding to the UD_COLL_USR process form fields.

Below are the fields available for the form:
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Table 3—-7 UD_COLL_USR process form fields

Display Name Name Length | Field Type

Collections Server Instance | UD_COLL USR_COLL _SERVER ITResourcelLookupField
First Name UD_COLL_USR_FIRST_NAME 256 Display Only Field

Last Name UD_COLL_USR_LAST NAME 256 Display Only Field

User Login UD_COLL_USR_USER_LOGIN 256 Display Only Field
Email ID UD_COLL_USR_EMAIL 256 Display Only Field

End Date UD_COLL_USR_END_DATE 256 Display Only Field
Collections User Group gER)(—D%IODLL—USR—COLL—USER— 20 LookUpField

The Collections Server Instance field is used to specify the type of server for the IT resource. This field will
not be visible in the User Details page.

7. Click Create.

A message is displayed stating that the form is created.

Figure 3—-78 Create Form Resource Type - Create
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8. Refresh the Search Results in Form Designer page.
9. Select the CollectionsUserForm from the results.

Manage CollectionsUserForm page is displayed.
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Figure 3—79 Manage Collections User Form
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10. If required, you can export the sandbox to store all the changes made in your sandbox.
11. Publish the sandbox.

3.3.10 Create Application Instance

Application Instance wraps IT resource collection arguments and resource object collection user. Below is the
configuration to create Collections Application Instance:

1. Loginto Oracle Identity System Administration.

2. Inthe left pane, under Configuration, click Application Instances. The Application Instances page is
displayed.

Figure 3-80 Creating Application Instance
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3. Click Search. The search result is displayed in a tabular format.

If an Auto Generated Application Instance for Resource appears in the search results, you have to
delete it using the steps below. If Auto Generated Application Instance for Resource does not
show in the search results, skip below steps and move to step 4.

a. Select Auto Generated Application Instance for Resource: Collection User and IT
Resource: Collection Arguments row from the search results.

Figure 3-81 Creating Application Instance - Search
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b. From the Actions menu, select Delete. Alternatively, click Delete on the toolbar. A message
box is displayed asking for confirmation.

Figure 3—-82 Creating Application Instance - Delete

ORACLE' Identity System Administration Accessibilty Sandboves Help SignOut xelsysadm

System Administration [ Manage Sandboxes Application Instances &

| Event Management
@, Reconciliation
~| Policies
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[} Attestation Configuration
@ Password Policy
| Configuration
[E] Form Designer
485 IT Resource
@ Generic Connector
[ Application Instances
@8 Lockups
| System Management
[ Scheduler
L Notification
&5 system Configuration
[i53 Manage Connector
1 Import

c. Click Delete to confirm.

Search Application Instances
~|Search

Match @ Al @) Any
Resource Object | Starts with
Display Name | Starts with

EEE

IT Resource Instance | Starts with

Search Results

Actions ~ View ~ | s Creste 7 Open m refresh | [ | ] Detach

[Row Display Name:

I Auto Generated Application Instance for Resource: Collection User and IT Resource: Collection Arguments  Auto Genera... Collection User

Saved Search |Search Application Instances [x]

Search | Reset | Save.. | AddFields

Desaription _|Resource Object _|IT Resource Instance

Collection Arguments

The application instance is soft-deleted in Oracle Identity Manager.
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e.

Figure 3—83 Creating Application Instance - Confirm Delete
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Search Results
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gy It Confirm Delete
(&) Export j
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[&] Upgrade User Form
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5B Upgrade Organization Form Cancel

Upgrade Application Instances —_
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A message gets displayed that the application instance has been deleted successfully.

Figure 3—84 Creating Application Instance - Delete Message

ORACLE' Identity System Administration Accessibility  Sandboxes  Help  Sign Out n O
Application Instance Auto Generated Application Instance for Resource: Collection User and IT Resource: Collection Arguments is deleted
System Administration [B Manage Sandooxes __ Sucresshlly
~|Event Management Search Application Instances |
%5 Reconailiation
Login to Oracle Identity System Administration. In the left pane, click Scheduler under System
Management.
A new window opens for Advanced System Administration. Click the System Management
tab, and then click Scheduler tab.
Click the search icon next to the Search Scheduled Jobs field.
Figure 3—85 Creating Application Instance - System Management Tab
ORACLE’ Identity System Administration Signedin dan Hep O

Event Management Policies

| coieoon

Search Scheduled Jobs

System Management
System Configuration
Welcome

Welcome to Identity System Administration

Advanced Search

Event Management

[&] Search Recondliation Events

Actions ~ View v | 7 x &

No search conducted.

Policies

[% ] search Approval Policies

System Management
[&] Search Scheduled Jobs
[@] Search Notification Templates
[&] 5earch System Properties
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A list of all predefined scheduled jobs is displayed

Figure 3-86 Creating Application Instance - Predefined Scheduled Jobs
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Automatically Unlock User Stopped ﬁ & search Agpraval Policies
Bulk Load Archival Job Stopped
Bulk Load Post Process Stopped
Catalog Synchronization Job Stopped
DataCollection Schedule Job Stopped System Management
Delayed Delete User Stopped
Disable/Delete User After End Date Stopped 8] search scheduled Jobs
Enable User After Start Date Stopped ] search Notification Templates
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Entitlement Post Delete Processing Job Stopped
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LDAP Role Membership Full Recondiiation Stopped
LDAP Role Membership Reconciliation Stopped
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LDAP User Delete Full Recondliation Stopped
LDAP User Delete Recongiliation Stopped
LDAPSync Post Enable Provision Role Hierarchy to LDAP Stopped
LDAPSync Post Enable Provision Role Memberships to LDAP Stopped
LDAPSync Post Enable Provision Roles to LDAP Stopped
LDAPSync Post Enable Provision Users to LDAP Stopped
Non Scheduled Batch Recon Stopped =
4

g. Select Application Instance Post Delete Processing Job from the list.

h. Run the Application Instance Post Delete Processing Job scheduled job using the Delete
Mode. For this, enter Mode as Delete in Job Details page.

Note

Using the Delete mode hard-deletes the accounts from all
provisioning tasks and targets, and subsequently from
Oracle Identity Manager.
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Figure 3—87 Creating Application Instance - Mode Selection (Delete)
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i. Click Refresh to check the Job Status.

j. Change the value of mode back to 'Revoke’.

k. Click Apply.
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Event Management Policies
PO
Search Scheduled Jobs
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Figure 3—88 Creating Application Instance - Mode Selection (Revoke)
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I. Run the Catalog Synchronization Job scheduled job.

To do this, select Catalog Synchronization Job from the Search scheduled tasks list.

m. Click Run Now from the Job Details page.

70 | Oracle Banking Platform Collections User Provisioning Guide



3.3 OIM Configuration

Figure 3—89 Creating Application Instance - Catalog Synchronization
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This scheduled job identifies the soft-deleted application instances, and removes them from the

catalog list.

4. Click Create on the toolbar. The Create Application Instance page is displayed.

Figure 3-90 Creating Application Instance - Create
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Figure 3—91 Creating Application Instance - Attributes Tab
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* Resource Object Q

System Management Form 7
i@ Scheduler
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4% System Configuration
[&5 Manage Connector
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> upgrade

5. Specify following values:
Name: Collections
Display Name: Collections
Description: Collections application instance
Resource Object: Collection User (click Search icon to search)
IT Resource Instance: Collection Arguments (click Search icon to search)

Form: CollectionsUserForm

Note

The form attached to the application instance is created in section
Chapter 3.3.9 Create Form Associated with Application Instance.

6. Click Save.
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Figure 3—-92 Creating Application Instance - Save
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Application instance is created successfully.

Figure 3—93 Creating Application Instance - Created Successfully
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3.3.11 Security Configuration

Relevant client security policy must be configured mapping to service policy.

Default service policy configured for Collections User Provisioning is 'oracle/wss_saml_or_username_
token_service_policy'. Below configuration is required to configure client security policy.

Note

Current implementation is tested with 'oracle/wss_username_token_
client_policy' client security policy.
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1. You must enable security flag to true in IT Resource Collections Arguments (isSecurityEnabled =
true). If isSecurityEnabled flag is false then security policies are not applied.

2. Provide relevant client side policy name in IT Resource Collections Arguments (securityPolicy =
oracle/wss_username_token_client_policy).

3. Required properties for policy are to be provided in the form of key-value pair in Lookup.

Create lookup LOOKUP.COLL.SECURITY.PARAMS and add properties in Code and meaning fields.
Configured Lookup name must be provided in IT Resource Collections Arguments
(securityParamLookup = LOOKUP.COLL.SECURITY.PARAMS).

Meaning: oracle.wsm.csf-key

Code: obp-collections

Figure 3—94 Create Lookup Type
Edit Lookup Type

* Meaning | LOOKLUP.COLL.SECURITY PARAMS Description
Code LOOKLUP.COLL.SECURITY.PARAMS

Lookup Codes

view - 38 | EfiDetach
* Meaning [* Code | Enabled |sequence Description
oracle.wsm.csf+ke || obp-collections

Save Cancel

Further configured key value pair would be added programmatically in BindingProvider Request Context.

4. User credentials must be stored in the Weblogic Credential Store for oracle/wss_username_token_
client_policy client policy.

m Logintoweblogic domain Enterprise Manager where OIM is deployed
http://<host>:<port>/em/.

m Navigate to Farm_OIMDomain > Weblogic Domain > OIMDomain.

= Right click to open Security > Credentials.
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Figure 3—95 Farm_OIM Domain
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5. Create key under oracle.wsm.security node named obp-collections as shown below. Provide

Mup i44)
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(@ Introduction to Oracle Fusion Middieware
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system user (OIMOBPCOLL) and password as created above.
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Figure 3—96 OIM Domain - Create Key
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oK || Cancel

Note

Service policies are configured in OBPSecurityAnnotations.properties. Collections User Provisioning
service policy is configured by adding below entry in the properties file:

com.ofss.fc.app.collection.service.userprovisioning.ORMBUserProvisioningAppl
icationService=oracle/wss_ saml or username token service policy

Further this configuration would be read in OBP programmatically and 'oracle/wss_saml_or_username_
token_service_policy' policy would be attached to

'com.ofss.fc.app.collection.service.userprovisioning. ORMBUserProvisioningApplicationService'
service.

3.4 OBP-Collections Configuration
OBP Collections provides feature configuration C1-USRPROV to specify default values of the following:
m Default User Group: Default Collections User Group. It is used by system only; user should not add it
manually. See the OBP Collections Day Zero Setup guide to get configured default user group.

m User Display Profile: Display profile value for OBP Collection User, configure as per your
environment.

m User Expiry Date: Default value of User expiry date. If expiry date is not provided this value is used. It
should be in format YYYY-MM-dd.
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Figure 3-97 Collections

ORACLE’ 0BP Collection Admin

Note

Feature Configuration can be updated using native OBP Collections
admin screens.
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Q Help

A Home == Menu 0 admin & History
Feature Configuration Bookmark Duplicate  Delete  Clear Refresh
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Feature Name ~ [CT-USRPROV o,
Feature Type User Provisioning v [
Description
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Option Type Sequence Value Detailed Description
< [l | Default User Group v 1 CLNHOSTUSER Default user group value. It is used by system only.
& i |UserDisplay Proiile v 1 NORTHAM Display profile value for user.
+ i [UserEpiyDaie v 1 21000101 \E’)\e,fji\lmu;:zf.uiw date value. It should be in format l
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4 User Fields and Constraints

This chapter provides information on the user provisioning fields and related constraints.

4.1 User Fields Provisioned From OIM

You must follow the constraints (listed in the table below) to provision user to OBP Collections irrespective of
the constraints in OIM.

Irrespective of the field length allowed in OIM, you should restrict the field length to the specified values (in
table below) for successful provisioning of user data. In case, if field length exceeds the specified limit, then
data would be truncated and stored in OBP Collections.

The following table lists OBP Collections User fields (provisioned from OIM) and its constraints.

Table 4—-1 OBP Collections User Fields

. . Field Name Mandatory | Modifiable
Field Name in OIM in ORMB Length (YIN) (YIN) Comments
. You can modify this field

User Login Userld 255 Y N name.

First Name First Name 50 Y Y Users First Name

Last Name Last Name 50 Y Y Users Last Name

. Email .

Email Address 70 Y Y Users Email address
Collections User Group
represents User Group in

Collections User OBP Collections.

UserG 20 N Y

Group serisfoup For every User, default
User Group is populated
in OBP Collections.

User's Log

End Date Date N Y in expiry

date.
Note

m User creation from Native Collections is primarily discouraged.
But in case of any failure in provisioning through OIM you can
create or update the users through Native Collections screen.
Below are the constraints to be followed when user is to be
created through Native Collections:

m Collections does not support User login in lowercase. User
Login must be entered in uppercase only. (Same should be
taken into account while creating user through OID or OIM.)

m  Only system admin users will have access to create or modify
users via Native Collections screen.
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Figure 4-1 Create User - Mandatory and Optional Attributes

ty Self Service
dp Users x| B Create User x =]
nbox Create User Submit | Cancel | Sawe asDraft
Hy Profil
v Profte Justification and Effective Date
& My Information .
Justification

s My Access y
Requests Effective Date [E:Y
[ Catalog
@8 Track Requests
[2) Pending Attestations Basic Information

[ Frstrame Menagsr Q
&y Users Middle Name & Organization Q,
i Roles = LastName ] )|
[ Role Categories I_E_ma”
& Organizations
Attestation Dashboard Account Settings
2 Open Tasks [usertogn

Password
Confirm Password
Account Effective Dates
1 StertDate 2]

Collections mandatory attnbutes |

Provisioning Dates

Provisioring Date By Collections optional attribute I
Deprovisioning Date [}

Contact Information

Telephone Number Postal Address

Home Phone Postal Code

Fax PO Box

Mobile State

Pager Strest

Home Postal Address Country

Preferences
T S —

Timezone

Other Attributes

Common Name Locality Name
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5 Functional Flow

This chapter provides information on user provisioning activities.

5.1 Add Users in Collections

To add a user in OBP Collections, follow the steps:

1. Loginto Oracle Identity Self Service.

Figure 5—1 Oracle Identity Self Service Login Screen

Identity Self Service Accessbiity Help AboutOrade ©

Sign In
Sign in with your account

User ID

Password

signIn

Forgot User Login? Forgot Password?

New User Registration

Track My Registration

opyright © 2001, 2013, Orade and/or its affiiates. Al rights reserved

2. Inthe left pane, under Administration, click Users.

The Users page is displayed.
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Figure 5-2 OID User Screen

Identity Self Service

9 Home dp Users ]
[# Inbox Search Users
My Profile

8 My nformaton Search Saved Search | SearchUser [=]
@ My Access Match @ Al ©) Any
Requests User Login  Starts with [=] Start Date  Equals [+ B

[ Catalog FirstName  Starts nith [=] EndDats  Equals [~ By

@8 Track Requests LastName  Starts with [=] Display Name  Starts with [=]

Pending Attestations Identity Status  Equals [=] [=] Account Status  Equals [=] [
Ad ration Eomall | Startz with [ Organization  Equals = Q

T Roes Search || Reset || Save... | AddFields =
[ Role Categories Search Results

B Organizations Actions ~ View ~ Wrefiesh 5P| Hfipetach

[22] Attestation Dashboard

Open Tagks Telephone

Row Display Name User Login First Name Last Name Organization Nomoer el Identity Status  Account Status

Mo data to display

3. Click Create on the toolbar to display the Create User page.

Figure 5-3 Create User Screen

Identity Self Service

&8 Home iy Users x| @ Create User x &
[# Inbox Create User Submit | Cancel | SaveasDraft | +
Hy Profile Justification and Effective Date

& My Information

Justification

&, My Access
Requests

[ Catalog Effective Date [

8 Track Requests

Pending Attestations
Admmstrat Basic Information

ministration
8 Users First Name Manager Q,
Roles Viddle Name Organization
iddl *

[ Role Categories *Last Name * User Type [=l

& Organizations E-mail Display Name

[EZ] Attestation Dashboard

[ 0pen Tasks Account Settings

User Lagin
Password @ £

Confirm Password

Account Effective Dates
Start Date Y
End Date [60Y

Provisioning Dates

Provisioning Date [
Deprovisioning Date Y
Contact Information
Telephone Number Postal Address
Home Phone Fostal Code
Fax PO Box
Mobile State
Pager Strest
Home Postal Address Country
Preferences
Locale [=
Timezone

4. Inthe Create User screen, specify the following values. For example:
First Name: Harry
Last Name: Potter

Email: harry.potter@oracle.com
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Organization: Requests (required for OIM)
User Type: Employee (required for OIM)
User Login: HARRYPOTTER
Password: ***xieek

Confirm Password: ********

End Date: Oct 30, 2018

Figure 5-4 Search and Select Organization

Search and Select: Organization =

~|Search Advanced
Match @ All ) Any

Qrganization Mame

Type =]
Organization Status |E|

Parent Organization Name

Search | Reset |

|Organizatin:-n Marne Type

¥ellerate Users System

Top System
I Requests System

QK Cancel |
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Figure 5-5 Create User

Identity Self Service

Home @ users x| 8 Create User % &
Inbox Create User ‘ Cancel || SaveasDraft | ~
My Profile Justification and Effective Date
& My Information
Justification
@ My Access
Requests
[0 Catalog Effective Date )
@ Track Requests
[ Pending Attestations
Basic Information
Administration
8 Users [ Frsthame Harry | Manager Q
& Roles Middle Name * Organization Requests Q,
[ Role Categories *LastName Potter *User Type Employes [=]
& Organizations E-mail harry.potter @orade,com Display Name  Harry Potter
Attestation Dashboard
) Open Tasks Account Settings
User Login | HARRYPOTTER £
Password essess @
§ [|rconfimPassnord aseess
Account Effective Dates
Start Date Y
End Date  10/30/2014 [E) |
Provisioning Dates
Provisioning Date [
Deprovisioning Date [
Contact Information
Telephone Mumber Postal Address
Home Phone Fostal Code
Fax PO Box i
Mabile Statz
Pager Street
Home Postal Address Country
Preferences
Locale [=]

5. Click Submitto save user details in OID.

Once user data is saved successfully, the Attributes screen appears. A confirmation message
appears to confirm that the user is successfully added to OID.

Note

Successful user creation in OID does not guarantee that the user is
provisioned to Collections.
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Figure 5—6 User Created

Identity Self Service

5 Home @ Users x| @ User Details : Harry Pott.. X

@ Tnbox & Harry Potter

My Profile & Mocify User o7
& My Information

@ Disable User  $§ Delete User Lock Account P

I Reset Password

B My Access Attributes, Roles | Entitements | Accounts | DirectReports | Organizations | Admin Roles
Requests () Refresh
(D catalog Basic Information

@ Track Requests First Name Harry Organization Requests

) Pending Attestations Middle Name User Type Employes
Administration Last Name Potter Account Status Unlocked

8y Users Xellerate Type false User Login HARRYPOTTER

) Roles E-mail harry potter@orade. com Identity Status  Active

[y Role Categories Manager Display Name Harry Potter

& Organizations Account Effective Dates

[22] Attestation Dashboard Start Date

Open Tasks EndDate 10/30/2014

Provisioning Dates
Provisioning Date
Deprovisioning Date

Contact Information
Telephone Number Postal Address
Home Phane PO Box
Fax Street
Mobile State
Pager Postal Code
Home Postal Address Country
Preferences
Locale
Timezone

Other Attributes
Commen Name  Harry Potter

Tnitials

Department Number

Employes Number

Hire Date
Title
Locality Name

Generation Qualifier

OIM Schedule job Evaluate User Polices ran at scheduled interval. Access policy is applied and Process
Task Create User of Process Definition Collections User Provisioning is triggered to provision userin
Collections. If user data is successfully validated then user would be added to Collections.

6. Search added User and browse to Accounts tab. In the Browse tab, if the Resource Name is
Collections User and Status is Provisioned then user is successfully added to OBP Collections.

Figure 5-7 Verifying User name

Identity Self Service

=5 Home @ Users x| @ User Details : Harry Pott.. X B
[ Tnbox & Harry Potter
My Profile & Modify User <7 (@) Disable User 9 Delete User (3} Lock Account 7 gk Reset Passnord

& My Information

8 My Access Attrbutss | Roles | Entdements  Accounts | DirectReports | Organizations  Admin Roles
Requests Newly added resources will not appear unt the following table is refreshed.

(D Catalog Actions ~ View = Request Accounts Request Entitlement T Refresh | 88 Resource History  ije| | i Detach

@8 Track Requests

Pending Attestations Row Application Instance Resource Account Name Provisioned On Status Account Type RequestID
Administration 1 Colections Collection User 128 Apri 3, 2014 anary

B Users

& Roles

[ Role Categories

&R, Organizations

[25] Attestation Dashboard
5 Open Tasks

For more information, see Chapter 6.2 Verify Users in Native Collections.
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7. Inthe Accounts tab, click each account to view a summary of the account.

Figure 5-8 View Account Summary

Identity Self Service Help SignOut xelsysa

Home dausers x| @ UserDetails: Harry Pott. X B
Inbox & Harry Potter

Hy Profile & Modfy User <7 @ Disable User 3§ Delete User (8} Lock Account I} Reset Password

§ My Information

& My Access Attributes | Roles | Entitements  Accounts || DirectReports | Organizations || Admin Roles

Requests Newly added resources will ot appear unti the following table is refreshed.

D catzlog Actions ¥ View ~ Request Accounts 7 Modify Accounts 3§ Remove Accounts Make Primary Request Entitiement «f Ensble (@) Dissble [ff) Refresh Resource History  »
@8 Track Requests

5] Pending Attestations Row Application Instance Resource Account Name Provisioned On Status Account Type RequestD
Administration 1 Collections Collection User 128 Apil 3, 2014 Provisioned Primary

yusers

i roles

[ Role Categories

5B Organizations

Attestation Dashboard

[ openTasks

Rows Selected 1

Collectons  Detail Information

Details
FirstName Harry Callections User Group
Last Name Potter Service Account ¥

User Login HARRYPOTTER
EmailId harry.potter @orade.com
EndDate 2014-10-30

The fields and values displayed in Detail Information of the account are as below:

= First Name: Harry

m Last Name: Potter

m User Login: HARRYPOTTER

m Email Id: harry.potter@oracle.com
= End Date: 2018-05-30

m Collections User Group: (Blank)

m Service Account: (Disabled)

Note

Service accounts are general administrator accounts that are used for
maintenance purposes. It differs from a regular account by a flag. This
flag is set by the user requesting the resource, or by the administrator
directly provisioning the resource. Since this feature is not used
currently, this checkbox will be disabled on the User Details page.

8. Toadd a user group, select the account for which you want to add the User Group.

9. From the Actions menu, select Modify. Alternatively, click Modify Accounts on the toolbar.
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The Modify Account page is displayed.

10. Select the required group from the Collections User Group lookup (for example, C1_BSERVICES)
and submit the request from the Catalog page (Modify Account page). For this, select the required
group from the Search and Select: Collections User Group pop-up window and click Ok.

Figure 5-9 Modifying Account

Identity Self Service

Home Q& Users x || @ User Details : HARRY POTT... x | (L] Modify Account x
& Inbox Modify Account Submit
4 "‘ ol st 4 Riarget users 4 9% Adustification and Effective Date
2 Name Justification
&My Access [V HaRRY POTTER @ 4
4 RS"E“S Effective Date Y
Catalog
&8 Track Requests A Cart Ttems.
[ Pending Attestations # D';;:Y Name S‘:;s
Remove (i) Detais Not Ready to submit
4 Administration L ® @
Jyusers A Edit Account details Ready to submit
Gfiroes FirstName Harry Collections User Group E[
(g role Categories LastName Potter
&& Organizations User Login HARRYPOTTER
Attestation Dashboard Emai1d harry.potter @oradle com
EndDate 2014-10-30
[ OpenTasks

Figure 5-10 Selecting Collections User Group

Search and Select: Collections User Group ®

4 Search Advanced
Meaning

Search || Reset

Meaning

[C1_BSERVICES

TNADMIN

11. Click Ready to Submit and Submit, respectively to submit the request.
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Figure 5—-11 Submitting Request

]dentity Self Service Accessbiity Sandboxes Customize Help Sign Qut

8 Home @ Users x | @ User Detalls : HARRY POTT... X (L] Modify Account x €]
[# nbox Modify Account SaveasDraft
Hyprofile &R Target Users + R Justification and Effective Date

@ My Information

| X £ Name Justification

&My Access 17| HARRY POTTER @ “
Requests Effective Date )

D catalog

@8 Track Requests Cart Items.

[) Pending Attestations # Display Name Status

1] # ssecolections R remove (DDetals F Ready to submit

Administration

i Roles FirstName Harry Collections User Group [C1_BSERVICES Q]

[y Role Categories LastName Potter

&R Organizations User Login  HARRYPOTTER

[ Attestation Dashboard EmailId_harry.potter @orace.com

End Date 2014-10-30
i3 Open Tasks

12. Go back to Accounts tab in User Details page and refresh the resources table. Click the required
account's row to view the latest changes in the Detail Information section.

Figure 5-12 Viewing Updated User Details

Identity Self Service

&5 Home d Users X | @ User Details : Harry Pott... X £}
@ nbox & Harry Potter
Hy Profile & Modify User <7 @ Disable User  $ Delete User (3} Lock Account 7 g} Reset Password
§ My Information
Q} My Access Attrbutes  Roles  Entilements  Accoumts DirectReports  Organizations — Admin Roles
Requests Newly added resources wil not appear unt the following table is refreshed.
(D Catalog Actions +  View + Request Accounts 7 Modify Accounts 3§ Remove Accounts Make Primary RequestEntiiement o/ Enable (@) Disable [} Refresh » %
@8 Track Requests.
[ Pending Attestations Row Application Instance Resource Account Name Frovisioned On Status Account Type Request ID
Administration 1 Collections Collection User 128 April 3, 2014 Provisioned Primary
Qg Users
& Roles
[ Role Categories
&8, Organizations
[E3] Attestation Dashboard
[ 0penTasks
i Rows Selected 1

Collections  Detail Information

Details
FirstName Harry Collections User Group C1_BSERVICES
LastName Potter Service Account x

User Login HARRYPOTTER
Emal1d harry.potter @oradk.com
EndDate 20141030

13. Toview status of all User provisioning tasks, navigate to Open Tasks and search for Collections
Application Instance. All failed Collections provisioning task will be shown (Task Status = Rejected)
and successful task are not shown.

88 | Oracle Banking Platform Collections User Provisioning Guide



5.1 Add Users in Collections

Figure 5—13 Viewing User Provisioning Tasks

Identity Self Service

Home Qg Users X || @ User Details : Harry Pott... X
TInbox Provisioning Tasks
My Profile Search Resuts
§ My Information
. My Access Search
Requests Match @ All ©) Any
(L Catalog Task Name
Task Status [=]
Application Instance
& Roles Search

Search Results

Row Task Name Task Status

No data to display

Actions ~ View + Open g, View Form

[ Provisioning x

[ EditForm 3} Marual Complete B3 SetResponse [ Reassian

te
Application Instance Benefidary :s‘ eg Assanee

Saved Search | Search Open Tasks [

Search || Resst | Save...

Brery @arefiesh | B Hivetach

Request ID Account Name

If task status is Rejected then check all mandatory attributes required for Collections User Provisioning are
populated. For more information, see Chapter 4 User Fields and Constraints

Open the Rejected task in Provisioning Tasks page to check the cause of failure while creating the user.

Below are the response codes and descriptions shown in the Task Details page for a Rejected Create User

task:

Table 5-1 Response Codes for a Rejected Create User Task

ﬁ.o Scenario Response Response Description
. User creation failed. User with the given 'User
1 Hsggﬁég?gg Sel))(:ﬁts COLL_DUPLICATE_ Login’ already exists in Collections. Please
not in OIM/OID USR provide a unique User Login Id. If the issue
persists, contact the system administrator.
. : User creation failed. Please enter the
2 ;lirsémame IS E/I%Léﬁ\ll: (I;RST_NAME_ mandatory field 'First Name’. If the issue
9 persists, contact the system administrator.
; User creation failed. Please enter the
3 Ir_na;ztsmame IS ,(\:A%Lé‘mLéST—NAME— mandatory field ‘Last Name’'. If the issue
9 persists, contact the system administrator.
User creation failed. Please enter the
4 Email Id is missing E/I%‘é‘l—,\%ﬂp‘”‘—l D_ mandatory field ’E-mail’. If the issue persists,
contact the system administrator.

For example, if the First Name is missing while creating user, task details will appear as below for that

Create User task.
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Figure 5-14 Task Details

|| Task Details - Google Chrome =N |
O /dWebApp/OpenTasks.do?method=loadTaskDetails&entityKey=303&objName=C

Task Name - Create User

Resource Name: Collection User
Description:

Role: SYSTEM ADMINISTRATORS
status: $¥ Rejected

Response: COLL_FIRST_NAME_MISSING

Response User creation failled. Please enter the mandatory field "First
Description: Name”, If the issue persists, contact the system administrator.

Motes:

Assigned Role : & SYSTEM ADMINISTRATCRS[SYSTEM
to ADMINISTRATORS]

” Error Details ”
Schedule Detail
) . April 7, 2014 ) . April7, 2014
Projected Start: 5:97:35 M Projected End: 5:97:35 PM
. April 7, 2014 . April 7, 2014
Bchabias 5:27:35 PM Bt ad 5:27:43 PM
. April 7, 2014
e = 5:27:43PM

Sef Response Add Notes Reassign Task Assignment History

= |f mandatory attributes are missing, populate them and resubmit the request. Check Resource status
in Accounts tab, if status is Provisioned, then user details are successfully provisioned to
Collections. Further, user can mark that Provisioning task as Manual Complete to remove task from
rejected list.

m |f all mandatory attributes are present and still the provisioning task status is Rejected, then contact
your administrator. Administrator can check log files and resolve problem. Further User can Retry
provisioning task.

14. Alternate Flow:
m Populated Mandatory Fields only: See Chapter 4 User Fields and Constraints
o All required fields are populated with valid data.
o Userwill be successfully added to Collections.

o See Step 6 to validate successful addition of user.
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m Collections User Group not added:
« Allfields are populated with valid data, except Collections User Group is not added.

o User will be successfully added to Collections with default User Group (default access
is provided).

o See Chapter 6.2 Verify Users in Native Collectionsto validate successful addition
of user.

m Fields constraints are Violated: See Chapter 4 User Fields and Constraints.

a. Mandatory fields missing or fields length is not valid or incorrect email format data is
populated.

See Chapter 4 User Fields and Constraints for complete list of fields and its constraints.
b. Click Save.

Some of the fields that have client side validation would be highlighted with error on
Create User screen. Note that only some validations belong to client side.

c. Afterrectifying validations errors, click Save.
Only client side errors are resolved and some of the fields may still violate constraints.

d. After Evaluate User Polices job run is completed, check the status of user provisioning
to Collections, locate the Accounts tab. If the Resource Name is Collection User and
the Status is Provide Information, then user is not provisioned to Collections.

Figure 5-15 Status of User Provisioning to Collections

Identity Self Service Help SignOut  xelsysad
Home @ Users x| @ User Details : Harry Pott... X i)
7] Inbo:
o & Harry Potter
My Profile & Modify User o7 @ Disable User 9§ Delete User () Lock Account ‘7 gy Reset Password
& My Information
B My Accss Attrbutes | Roles | Entitements | Accounts | DirectReports | Organizations | Admin Roles
Requests Newly added resources wil not appear untl the folowing table is refreshed.
(D) Catalog Actions v View ¥ Request Accounts Request Entitlement I Refresh  48% Resource History l5#| f petach
@8 Track Requests
[ Pending Attestations Row Application Instance Resource Actount Name Provisioned On Statu Account Type Request ID
Administration 1 Collections Collection User 128 April 3, 2014 Provide Information Primary

&g Users

& Roles
[ Role Categories

5B Organizations
Attestation Dashboard
5 Open Tasks

e. Also, check open provisioning tasks. Create User task status would be Rejected for
user whose details need to be provisioned.
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Figure 5—16 Open Provisioning Tasks

Identity Self Service

> Sign Out  xelsysadr

Home (3 Provisioning [
Inbox Provisioning Tasks
My Profile Search Results

& My Information

& my access Search Saved Search  Search Open Tasks [=
Requests Match @ All ) Any

[ Catalog Task Name

&8 Track Requests Task Status [=]

) Pending Attestatons Application Instance

Administration

i Users Search || Reset | Save..
i Roles Search
[ Role Categories Search Results
2, Orgarizations Actions v View v  [Z3Open  [g} View Form [ EditForm [} Manual Complete SetResponse  [BReassign [@Retry [fRefresh  [5¢| fiDetach
[22] Attestation Dashboard
[ Open Tasks Raw Task Mame TaskStatus  Application Instance  Beneficiary Date Assigned Assignee  RequestID AccountName
1 Create User Rejected Collections HARRYPOTTER 2014-04-04 XELSYSADM 56
l
RowsSelected 1

f. Modify user details to make it valid. See Chapter 4 User Fields and Constraints.

g. Click Submit. If all fields are valid, user would be provisioned to Collections.

Note

If the field length exceeds specified limit then it would be truncated and
saved in OBP Collections.

h. See Step g to validate successful addition of user. If the user details are successfully
provisioned then mark Create User provisioning task of user as Manually Complete to
remove entry from rejected task status list.
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Figure 5-17 Manual Completion - Create User Provisioning Task

&\ Warning

‘Confirm Manually Complete

Are you sure you want to manualy complete task Create User?

= Duplicate User Login/Email Not Allowed:
« Duplicate User Login Id and Email is not allowed.
o If usertries to add duplicate user login error will be displayed.
m Useris expired on addition (When End Date is less than or equal to Current Date):

« Allfields are populated with valid data. End date is populated with less than or equal to
current date/today's date.

« Since the useris already expired, it is not provisioned to Collections and there is no
Status available in the Resource tab.

« Thereis noway to bring the user to Collections (even by modifying end date to greater
than current date). As the expired user is considered in delete state.

« Ifthereis a need to activate the user again, delete the earlier user details and add the
user with end date > current date.

5.2 Modify Users in Collections

Once user is added, it can be modified. Following are the modifiable fields:

m First Name

m Last Name

m Collections User Group
= Email

s EndDate

You can search and modify the user. You can search for the user from Search Users panel and then click the
searched user data to view its detail.
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Figure 5-18 Searching User

Identity Self Service

5 Home &g Users x B
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& Organizations Actions ~ View v | {(pCreste P Edt o Enable (@ Disable 3 Delete (5 LockAccount Py Unlock Account - FghResetPassword i Refresh  |i58]  EfDetach
[22] Attestation Dashboard
OpenTasks Telephone
Row Display Name User Login First Name Last Name Organization Nber Emal Identity Status  Account Status
1 Harry Potter HARRYPOTTER Harry Potter Requests harry.potter@orade.com  Active Unlacked
2 Internal User OIMINTERNAL OIMINTERNAL OIMINTERNAL Xellerate Users Active Unlacked
« 3 Weblogic User WEBLOGIC WEBLOGIC WEBLOGIC Xellerate Users Active Unlacked
4 System Administrator  XELSYSADM System Administrator Xellerate Users donotreply @orade.com Active Unlacked

« i 3

Rows Select=d 1

Figure 5-19 Detailed Information about the User

Identity Self

B8 Home d Users x| @ User Details : Harry Pott... X B
[ Inbox & Harry Potter

My Profile i @ Dissble User 3¢ Delete User (3 Lock Account P T4 Reset Password

& My Information
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@B TrackRequests FirstName Harry Organization Requests

[ Pending Attestations Vvidde Name User Type Employee
Administration LastName Potter Account Status Unlocked

g Users Xellerate Type false User Login_ HARRYPOTTER

i Roles Email harry.potter @orade.com Identity Status Active

Manager Display Name Harry Potter

[ Role Categories

& Organizations

[Z5) Attestation Dashboard
[ Open Tasks

Account Effective Dates
Start Date

End Date 10/30/2014

Provisioning Dates
Frovisioning Date

Deprovisioning Date

‘Contact Information

Telephone Number
Home Phone

Fax

Mobile

Pager

Home Postal Address

Preferences
Locale
Timezone

Other Attributes
Common Name Harry Potter

Initials

Department Number

Employee Number

Hire Date

Title

Locality Name

Generation Qualifier

To modify a user, perform the below steps:

Postal Address
PO Box

Street

State

Postal Code
Country
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1. Click Modify User to open Modify User page. Modify the user details as per the requirement.

2. Click Submit. If the user details are valid (that is, if it does not violate any validation) then user details
would be modified. A message will be displayed on successful completion of the modify operation.
This does not guarantee successful modification of the user in Collections.

Figure 5-20 Modify User Confirmation

Identity Self Service Accessbiity Sandboxes Customize Help SignOut  xelsysad
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Administration
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[22] Attestation Dashboard
%) Open Tasks

3. InUser Details page locate Accounts tab. If Resource Name is Collection User and Status is
Provisioned then user details are successfully modified and provisioned to Collections.

4. |If the data does not appear when the user is added, click Refresh.

Figure 5-21 Viewing Modified and Provisioned User Details
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5. Select the account to view the modified values in Detail Information section.
6. To maodify the Collections User Group, follow the below steps:

a. Inthe Accounts tab, select the account that you want to modify.

b. From the Actions menu, select Modify. Alternatively, click Modify Accounts on the toolbar.
The Catalog page is displayed.
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Figure 5-22 Catalog page

Identity Self Service Accessbiity Sandboxes Customize Help Sign Out

[ Home Fyusers x| & User Details : Harry Pott... x ]
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Hy Profile & Modify User 7 @ Disable User 3¢ Delete User () Lock Account ‘7 T Reset Password
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[ Pending Attestations Row Application Instance Resource Account Name Provisioned On Status Account Type Request ID
Administration 1 Collections Collection User 128 April 3, 2014 Provisioned Primary

&y Users

i Roles

[ Role Categories

&R Organizations

[EE] Attestation Dashboard
[ Open Tasks

1| Rows selected 1

c. Select the required group (for example, INADMIN) from Collections User Group, lookup and
submit the request from the Catalog page. The account will be modified after the request is
approved.

d. Select the required group from the Search and Select: Collections User Group pop-up
window.

e. Click Ok.

f. Click Ready to Submit and Submit, respectively to submit the request.

Figure 5-23 Submitting Request

Identity Self Service Accessbiity Sandboves Customize Help SignOut  xelsysad

B8 Home @ Users x| @ User Detalls : HARRY POTT... % | (1 Modify Account x 1]
[ Inbox Modify Account Save 2s Draft
My Profil

yrene & Target Users + R Justification and Effective Date

§ My Information

o £ Name Justification

&ty Access 1 |HARRY POTTER @® 4
Requests Effective Date [EY

[ Catalog

@8 Track Requests Cart Ttems

[ Pending Attestations # Display Name Status

1] £ seecolectons R Remove (Pretals o Ready tosubmit

Administration

dgusers Edit Account details Ready to submit
i Roles

< First Name Harry Collections User Group |INADMIN ]
[ Role Categories Last Name Potter

2 Organizations User Login HARRYPOTTER

5 Attestaton Dashboard Email 1d harry.potter orade.com

I Open Tasks EndDate 2014-10-30

g. Toview the changes, go to the Accounts tab in User Details page and click Refresh. Select
the account again to view the modified group in Detail Information section.
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Figure 5-24 Viewing Changes

Identity Self Service

[ Home fusers x| @ UserDetails : Harry Pott.. x 1]
Inbo:
& Inbox & Harry Potter
My Profile & modify User <7 @ Disable User 3§ DeletzUser ) Lock Account 7 B3 Reset Password
@ My Information
& My Access Attributes | Roles | Entitiements | Accounts | DirectReports  Organizations | Admin Roles
Requests Newly added resources wil not appear until the following table is refreshed
(D) Catalog Actions ¥ View ¥ Request Accounts 7 Modify Accounts 3§ Remove Accounts Make Primary Request Entitiement < Enable (@) Disable [} Refresh » »
&8 Track Requests
&) Pending Attestations Row Application Instance: Resource Account Name Provisioned On Status Account Type Request ID
_ [T Collections Collection User 128 April 3, 2014 Provisioned Primary |
gy Users
i Roles
[ Role Categories
&3 Organizations
[EZ] Attestation Dashboard
3] Open Tasks
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Collections  Detail Information

Details
FirstName Harry Collections User Group| INADMIN
LastName Potter Service Account x

User Login  HARRYPOTTER
Email Id harry.potter @orade. com
End Date  2014-10-30

Currently, we are not making use of the Service Account feature, so the check box will remain
disabled on the User Details page.

7. Toview status of all User Provisioning tasks, navigate to Open Tasks and search for Collections
Application Instance. All failed Collections provisioning task will be shown (Task Status = Rejected)
and successful task are not shown.

Figure 5-25 Viewing User Provisioning Task

Identity Self Service ) s Help  SignOut

8 Home & User Details : Harry Pott... x| [ Provisioning x B
[] Inbox Provisioning Tasks

Hy Profile Search Resuits

§ My Information

&, My Access Search Saved Search | Search Open Tasks [«
Requests Match @ All ) Any

) Catalog Task Name

@8 Track Requests Task Status [~

& Pending Attestations Application Instance

Administration

&y Users Search || Reset || Save...
} roles Search
[ Role Categories Search Results
2, Orgarizations Actions ¥ View ¥ Open [gh ViewForm [ EdtForm [} Manual Complete BB SetResponse [BReassion [5Retry {fiRefresh | 5| | EfiDetach
[EZ) Attestation Dashboard
Date
5y Open Tasks Rows Task Name Task Status  Application Instance Benefidary A;gna g Assignes Request ID Account Name

No data to display.

If task status is Rejected then check all mandatory attributes required for Collections User Provisioning are
populated. See Chapter 4 User Fields and Constraints.
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m |f mandatory attributes are missing, populate them and resubmit the request. Check Resource status
in Accounts tab, if status is Provisioned, then user details are successfully provisioned to
Collections. Further, the user can mark that provisioning task as Manual Complete to remove the
task from rejected list.

m |f all mandatory attributes are present and still provisioning task statuses is Rejected, then contact
your administrator. Administrator can check log files and resolve problem. Further, user can Retry
provisioning task.

For each field modification, OIM triggers different Process Task. So in all, if six fields are modified then
six requests for modification will be sent to OBP Collections. This is technical limitation with current
implementation.

Each provisioning task holds all user provisioning fields. If the number of user fields are modified, then
all provisioning task for particular request will either fail or success.

Following table lists task invoked when user field is modified:

Table 5-2 Tasks involved while modifying User fields

User Field Task Name

First Name Change First Name

Last Name Change Last Name

Collection User Group Collections User Group Updated
Email Change Email

End Date Change End Date

User Login Change User Name

8. Alternate Flow:

m Fields constraints are Violated: See Chapter 4 User Fields and Constraints

a.

Mandatory fields removed or updated field's length is not valid or incorrect email format
data is populated.

See Chapter 4 User Fields and Constraints for complete list of fields and its constraints.

Click Submit.

Some of the fields having client side validation would be highlighted with error on Modify
User form. Note, only some validations are client side.

After rectifying validations errors, click Submit. User would be updated to OID.

Only client side errors are resolved and some of the fields are still violating constraints.

To check the status of user provisioning to Collections, traverse to Accounts tab.
Resource Name is Collection User and Status is Provide Information then user is not
provisioned to Collections.

Sometimes data doesn't appear as soon as user is added. Click Refresh.
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For example, First Name is removed and Last Name is modified. Since one of
mandatory field is missing for Collections User Provisioning, provisioning request failed.

Figure 5-26 User Provisioning Status
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Inbox
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The failed provisioning task will be listed in open tasks list. Provisioning task will be
equal to number of fields modified.

Figure 5-27 Failed provisioning tasks

Identity Self Service Accessbiity Sandboxes Customize Help SignOut  xelsysadm

5 Home @ User Details : Harry Pott... % [[] Provisioning x [
[ Inbox Provisioning Tasks
My Profile Search Results

& My Information
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(D) Catalog Task Name

@8 Track Requests Task Status [=

Pending Attestations Application Instance
Administration

Sy Users Search | Reset || Save...
) Roles Search

Rﬁ Role Categories Search Results

2 Organizations Actions «  View Open  [gh ViewForm [ EditForm  [ghManual Complete SetResponse  [HReassion [PRety EfRefresh [FF  Efipetach

Attestation Dashboard

m Open Tasks Row# Task Name Task Status <% Application Instance  Beneficiary Date Assigned Assignee Request ID Account Name

1 Change Email Rejected Callections HARRYPOTTER 2014-04-04 XELSYSADM 128
2 Change First Name Rejected Callections HARRYPOTTER 2014-04-04 XELSYSADM 128
4
Rows Selected 2

g. Modify the user details to make it valid. See Chapter 4 User Fields and Constraints.

h. Click Submit. If all fields are valid, user would be provisioned to Collections.

Note
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If field length exceeds specified limit, then it would be truncated and
saved in Collections.

i. See Step 4 to validate successful modification of User.

j- Once modified, user details are successfully provisioned. User can mark failed
provisioning task as Manually Complete.

Figure 5-28 Task confirmation dialog box

/3 Warning

Confirm Manually Complete

2 tasks have been selected. Do you want to manually complete these
tasks?

Change Email

Change First Name

= Modify User Login (Not Supported):

o Though user can modify the User Login from User form, it is not supported in
Collections. User Login is primary key in Collections.

If the user tries to modify User Login then new user would be created in Collections with
new User Login. Earlier user still persists.

User has to manually delete earlier user (User Login before modification) in Collections.

Note

If some manual changes have been done from the Collections Admin
screens to earlier user, then the same has to be done to new user.

o Duplicate User Login is not allowed.
m  Modify Collections User Group:

« If User Group value is changed, then earlier would be updated with new Group in
Collections.
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« If User Group selection is removed from the drop-down list, then unselected group would
be deleted from Collections. Only default group would be present, that is groups
populated from native Collections native Admin Screen.

o Collection modifies User Group value based on old and new value of Collections User
Group received from OIM. It deletes old value and adds new value sent for User Group.
Old value of User Group is value being modified and new value is value being added from
OIM. Collection User Group of successfully provisioned user is modified multiple times,
if user provisioning to Collections fails due to some error. In such cases, the problem is
rectified and user is provisioned successfully, but its last provisioned User Group cannot
be deleted, only new user Group can be added. This is because last provisioned old
values state is lost from OIM as it has been modified multiple times in between. User
must delete last provision User Group by using Collections Admin screens.

It is recommend whenever user is modified and provisioning status for Collections User
is Provide Information (exception occurred /validation failed) then user should first
rectify the problem (for example, if field validation is failing then correct it) and provision
user successfully (resource Collection User status is Provisioned) before making
further modifications to User Group.

m Modify End Date:
o End Date represents User expiry in Collections.

o Once Useris successfully provisioned then User can be deactivated by modifying end
date <= current date/today's date. Similarly, user can be activated again by modifying
end date > current date/today's date.

5.3 Delete Users in Collections

Once user is successfully provisioned it can be deleted from OBP Collections. Collections supports soft
delete that is, it only expires User. User deletion request for Collections will only trigger when Create User
provisioning task is complete for that particular request i.e., it doesn't appear in open task list.

m |f User provisioning request has failed then rectify the problem and complete Create User provisioning
request, if required.

m |f Useris already provisioned then, mark Create User provisioning task as manually complete.
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Figure 5-29 Manual Completion - Create User Provisioning Task
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You can search and delete user. You can search for the user from Search panel and then click the searched
user data to view its detail.

Figure 5-30 Searching Users To Delete
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4 System Administrator  XELSYSADM System Administrator Xellerate Users donotreply @orade.com Active Unlocked
‘ nr »
Rows Selected 1
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Figure 5-31 View User Details

Identity Self Service

2] Home
[ Inbox
My Profile

@ My Information

&, My Access
Requests

L) catalog

@8 Tradk Requests

[2) Pending Attestations
Administration

g Users

i Roles

[ Role Categories

&3 Organizations

[E5) Attestation Dashboard
i) Open Tasks

& Users x

& Harry Potter
& Modify user <7
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Basic Information
FirstName Harry
Middle Name
Last Name Potter
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E-mailharry.potter @orade.com
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Account Effective Dates
Start Date
EndDate 12/31/2014

Provisioning Dates
Provisioning Date
Deprovisioning Date

Contact Information
Telephone Number
Home Phone
Fax
Mobile
Pager
Home Postal Address
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Locale
Timezone

Other Attributes
Commen Name  Harry Potter

Initizls

Department Number

Employee Number

Hire Date

Title

Locality Name

Generation Qualifier

Accounts

& User Details : Harry Pott... %

DirectReports | Organizations

Click Delete User link to delete user.

Figure 5-32 Delete User Screen
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Attributes  Roles

Basic Information
First Name Harry
Middle Name
LastName Potter

Xellerate Type false

Entitlements

(@ Disable User

Accounts

E-mal harry.potter@orade.com

Manager

Account Effective Dates
Start Date
EndDate 12/31/2014

Provisioning Dates
Provisioning Date
Deprovisioning Date

‘Contact Information
Telephone Number
Home Phone
Fax
Mobile
Pager
Home Postal Address
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Lock Account T
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g Reset Password
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User Type Employee
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User Login HARRYPOTTER
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g Refresh

User authentication happens on data stored in OID. If user details are not available in OID then the user will
no more be an authenticated user.
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6 Verification

This chapter details the verification of the configurations performed for OIM.

6.1 Verification of OIM Configuration

To verify OIM configuration, follow the steps:

1. Ensure that OID details are populated properly as per the environment used (under IT Resource details
for Directory Server). Verify whether the server URL is in the following format:

Idap ://< OID IP> :< OID PORT>.

If Connection pooling supported flag is true, then update the parameter value to false. Current
implementation is tested with Connection pooling supported flag to be false.

Figure 6—1 Viewing IT Resource Details and Parameters

View IT Resource Details and Parameters

You can view additional information about this IT resource : | Details and Parameters H

IT Resource Name Directory Server
IT Resource Type Directory Server

Parameter value
Abandoned connection timeout 00
Admin Login n=ordadmin
AdminPassword e
Changelog Container n=changelog
Connection pooling supported false
Connection wait timeout 120
Date Format ¥yyyMMddHHmmss
Inactive connection tmeout 00
Initial pool size 5
Max pool size 0
Min pool size 5
Pool preference Default
ResourceConnection dass definition orade.iam.|dapsync.impl.repository.LDAPConnection
Search Base de=i-flex,dc=com
Server SSL URL
Server URL Idap: //10.180.25.56: 3060
Target supports only one connection false
Timeaut check interval ]
Use 851 false
User Reservation Container n=Users,dc=i-fiex,dc=com
Validate connection an borrow true

2. When tried to create User from OIM, exception was thrown ‘Unable to find attributes in OID schema.’
for following attributes. If similar issue is faced, ensure the following attributes are present in OID
Schema and are added to object class orclIDXPerson as optional attributes. (Required for OIM
functioning).

Table 6—1 OID schema attributes

Attribute Name Syntax
Orclpwdexpirationdate Generalized Time
Orclpwdchangerequired Boolean
Orclaccountenabled Boolean
Orclaccountlocked Integer
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Note

The above mentioned attributes are added only for OIM functioning.

6.2 Verify Users in Native Collections

Following steps are required to verify users in native OBP Collections after provisioning:

1. Loginto OBP Collections Native Ul using administrative credentials.

http://<Host>:<Port>/CollectionAdmin/cis.jsp

Figure 6—2 OBP Collections Native Login screen

0" Sign In To

User ID
Password

Login

Language English

OBP Collection Admin V2.6.1.0.0

Copyrht © 2030, 2015 Orzce. Al s reserues Tne pogram (sien insuces o e Scfusre sns Sosumeniaton) sortan popnietsy ematoniney e povied under s loense syzementsorianing ("I A (] €=
esirctions on use and disclosure and are alsa protected by copyright. paten, and other intellectusl and indusirial property | ) or of the Programs, excspt

with other created software or as specified by law, is prohibited.

equired to obtain

2. Navigate to User screen from Menu > Admin > U > User.
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Figure 6—3 User Screen - User Navigation
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Figure 6—4 User Screen - Main Tab
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3. Click Search icon. User Search dialog window is displayed. To search for a user, enter User ID and

click Search.
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Figure 6—5 Searching Particular User

User ID HARRYPOT

Login 1D

Last Name

First Mame

User ID Login ID Last Name First Name User Type

Figure 6—6 Search Result in User screen
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6.3 Create Users in Collections

Follow below steps to create user in Collections.

1. Loginto OBP Collections native Ul using administrative credentials.

http://<Host>:<Port>/CollectionAdmin/cis.jsp

Bookmark

Previous Item

Next item

Search

Search

Search

Clear  Save  Refresh

Owner  Customer Modification

108 | Oracle Banking Platform Collections User Provisioning Guide



6.3 Create Users in Collections

Figure 6—7 OBP Collections Native Login screen
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2. Navigate to User screen from Menu > Admin > U > User.

Figure 6—8 OBP Collections native - User Navigation
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Figure 6—9 OBP Collections native - Main Tab
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3. Inthe User page, enter the following details in the respective fields:
User Id: OIMOBPCO
Login Id: OIMOBPCOLL
First Name: OIMOBPCOLL
Last Name: OIMOBPCOLL
Language: English
Display Profile ID Tender Source: NORTHAM

Email Address: OIMOBPCOLL@oracle.com (This is a sample email address. Provide valid
administrator email address)

Dashboard Width: 200

Home Page: c1_ormbhTabMenu
To Do Entries <:50

To Do Entries >:100

User Group: CLNHOSTUSER with Expiration Date: 01-01-2100 (add expiration date as per
requirement)

User Enable: Select Enable

4. Click Save.
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Figure 6—10 User Screen
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OIMOBPCOLL User is successfully created in Collections.
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